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I am pleased to provide you with AVC’s 2016 Innovative Science and Technology
Verification Needs Document. As in past years, this strategic document provides
guidance to the science and technology community concerning the verification
challenges associated with arms control, non-proliferation and disarmament.

I would like to highlight three areas that are at the top of this year’s list. We need
to focus on the emerging security challenges of the 21* century. Therefore, the
first of my top priorities calls for the development of innovative technologies that
help monitor adherence with non-legally binding transparency and confidence
building measures (TCBMs) to encourage responsible actions in, and the peaceful
use of, space. Another core AVC interest is to develop a framework that ensures
that states in possession of nuclear weapons safeguard their nuclear enterprise in a
way that minimizes the risk of accidental nuclear use, proliferation or theft.
Therefore, my second priority calls for the development of strategies and/or
technologies to protect sensitive information while verifying compliance with a
nuclear warhead control or dismantlement regime. The development of biological
weapons also poses a very great challenge, because it is so difficult to distinguish
illicit from legitimate activity. Therefore, the third of our top priorities would be
finding improved or enhanced ways to detect the diversion of advanced
biotechnology to weapons development without placing undue burdens on the
biotech industry as it develops advances to benefit mankind.

[f you believe you have a technology solution to these and the other needs
highlighted here, whether on the drawing board or already developed, please
contact Ms. Astrid Lewis (vfund@state.gov; 202-647-5075). Comments or
questions about the Innovative Science and Technology Verification Needs

Document may be directed to Dr. Daniel Wurmser (wurmserda@state.gov; 202-
647-0854).
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INNOVATIVE SCIENCE AND TECHNOLOGY
VERIFICATION NEEDS DOCUMENT

The Arms Control, Verification and Compliance Bureau (AVC) in the Department of State is
responsible for the verification of countries’ compliance with their international arms control,
nonproliferation, and disarmament obligations and commitments, and the development of new
arms control or confidence-building measures for emerging security challenges in the areas of
missile defense, space policy, and cyber security.

To fulfill its core missions, AVC seeks to identify innovative scientific and technological
capabilities that could aid AVC’s critical current and future arms control and nonproliferation
verification needs.

Support for the Present Generation of Agreements and Commitments

Missiles and Nuclear Arms Reduction

The New START Treaty has a verification regime in which National Technical Means (NTM)
play a significant role. The Intermediate-Range Nuclear Forces (INF) Treaty also remains in
force. Although the on-site inspection regime for the INF Treaty has expired, Section 403 of the
Arms Control and Disarmament Act (22 U.S.C. 2577) requires yearly compliance reporting,
which relies heavily on NTM sources. Verifying compliance with the central commitments of the
New START and INF Treaties, as well as potential future agreements that could extend to
reductions in, and elimination of, non-strategic nuclear weapons and non-deployed nuclear
weapons, requires the extensive collection of detailed monitoring information. Such data also
supports informed U.S. participation in Treaty implementation commissions (such as the New
START Treaty’s Bilateral Consultative Commission (BCC) and the INF Treaty’s Special
Verification Commission (SVC)).

The top priorities for related verification technology research and development are:

o Tools or processes needed to monitor the presence and/or number of nuclear
warheads and distinguish them from non-nuclear warheads.
o Capabilities needed to assess the accuracy of information provided by states under an

arms control agreement or commitment (telemetry, data exchanges, database
declarations, etc.).
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o Capabilities needed to uphold and defend U.S. verification rights and assets or to
make implementation simpler and more reliable (inspection rights, noninterference
with NTM, and countering vulnerabilities).

The Nuclear Non-Proliferation Treaty

In April 2009, the President outlined his nuclear security strategy in Prague and indicated that the
Administration would work to strengthen the Nuclear Non-Proliferation Treaty (NPT). These
initiatives will require improved capabilities to detect and characterize activities associated with
the nuclear fuel cycle and covert nuclear weapons development.

The top priorities for related verification technology research and development are:

o The ability to determine when there is a clandestine attempt at procurement of items
(including dual-use items) early in the fuel-cycle/warhead development life cycle that
could lead to an indigenous capability to manufacture a nuclear warhead.

o Methods to detect weaponization activities.

o Methods to characterize the covert production of uranium isotopes.

Nuclear Test Ban Treaties, Agreements, and Moratoria

In articulating his nuclear security strategy in Prague, President Obama indicated that the
Administration would work for the ratification of the Comprehensive Nuclear-Test-Ban Treaty
(CTBT). Other test limitation treaties already in force include the Limited Test Ban Treaty
(LTBT), the Threshold Test Ban Treaty (TTBT) and the Peaceful Nuclear Explosion Treaty
(PNET). Section 403 of the Arms Control and Disarmament Act (22 U.S.C. 2577) requires
yearly compliance reporting as to whether the United States has evidence or serious suspicion
that a Treaty Party is not complying with its Treaty obligations.

Global explosion monitoring technology is mature. The CTBT International Monitoring System
(IMS) is over 85% complete and it has demonstrated its abilities to monitor effects from the
North Korean nuclear tests. Nevertheless, several factors suggest a need for ongoing research to
upgrade and further refine our capabilities in this area. Challenges include distinguishing
between natural and man-made explosions, distinguishing between chemical and nuclear
explosions, and identifying increasingly sophisticated foreign nuclear programs potentially
capable of dispensing with high-yield testing. We are also facing ever improving foreign denial
and deception capabilities aimed at impairing collection. We will need to be able to detect much
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lower yields (well within the explosive power of conventional explosions); to counter the use of
evasive techniques (e.g., decoupling); and finally to distinguish between very low-yield nuclear
events versus conventional explosions. Research needs to be performed to enhance
understanding of the underlying physical phenomena, to develop new collection instruments and
data exploitation techniques, and to develop ways to exploit new signatures associated with
nuclear testing. Topics suggested by AFRL and DOE/NNSA/NA-222, in conjunction with
AFTAC, provide guidance on the research needed. A detailed description is available upon
request, but the Department of State’s Berkner Panel Report of 1959 still provides good
guidance concerning the key research areas (source phenomena, wave propagation, better
detection, and better data processing techniques; specific subtopics have of course changed over
the last half century).

The top priorities for related verification technology research and development are:

o Critical examination of the assumptions and methodologies necessary to determine
the yield of an underground test at standoff distances.
o New or enhanced monitoring methodologies and capabilities for underground nuclear

explosive tests that:?

o Distinguish nuclear from chemical explosions.

o Detect both fission and fusion processes.

o Are not unduly contaminated by activities related to the nuclear fuel cycle (reactor
operations, reprocessing, etc.).

o Allow for discrimination of emissions from other nuclear activities such as the
production of isotopes for medical or industrial uses.

o Allow detection of signatures that are long-lived and propagate well through soil
and air.

J Exploration into the feasibility of “information barriers” to allow the collection and
analysis of gamma-ray spectra associated with radionuclides without making the full
spectral data available to inspectors (in the context of CTBT On-Site Inspections
(os1).”

! Fifty years ago, this Berkner Panel report led to the creation of the ARPA-funded World-Wide Standardized
Seismograph Network (WWSSN), which among other things led to the great scientific finding of confirmation of
plate tectonics, using year-long recordings of analog seismic data. Today’s IMS or USAEDS can do that with just a
month’s worth of digital data. But there is no doubt that there is still a need to do research on better, smaller, more
rugged seismic and acoustic sensors.

2 For example, Ar¥’ detection may have these characteristics and has received some recent attention as a candidate
nuclear test monitoring capability. It is produced when energetic neutrons irradiate calcium, the fifth most abundant
element in the earth’s crust (after oxygen, silicon, iron, and aluminum).

® The CTBT provides that detection and characterization of radionuclides during OSI can be limited to only
radionuclides relevant to the OSI. An agreed list of radionuclides considered "relevant™ has been arrived at in the
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Biological Weapons Convention

Current policy initiatives are derived primarily from the National Strategy for Countering
Biological Threats (Strategy), the National Research and Development Strategy for Microbial
Forensics, and the Quadrennial Diplomacy and Development Review. The Strategy, in
particular, tasks the U.S. government to pursue capabilities in seven key areas to protect the
homeland and its citizenry from natural or man-made biological threats. Within those seven
areas are specific calls for technological developments or improvements, notably: building
knowledge about the global disease burden and technological capabilities; improving intelligence
on deliberate biological threats; facilitating data sharing and knowledge discovery; ensuring
robust capabilities for law enforcement and security; ensuring robust capabilities to disrupt or
interdict illicit activity; and, enhancing microbial forensics and attribution.

The top priorities for related needs with regards to bio-detection technology research and
development, transparency and confidence building measures are:

o Developing new technologies to advance microbial forensics capabilities to detect
threats early (generally suspicious disease outbreaks and possible use of biological
weapon agents) and to support bio-attribution. Relevant questions may include:

o What field and laboratory analytical capabilities are present and how responsive
are they to unanticipated questions or situationally-dependent taskings from
policymakers?

o What forensic tools can be applied to attribute the origin of pathogens behind a
threat (i.e., determine and verify the origin, sponsorship, source, delivery and
responsible party)?

o Developing tools and techniques for sample collection in a hazardous environment
from a fixed or remote location.

o Promoting and coordinating international capacity-building measures to support
technical investments relevant to microbial forensics and attribution challenges for
the BWC.

o Examining the implications of technological advances on the BWC (e.g., CRISPR-

Cas systems for gene-editing).

CTBT Preparatory Commission. Accurate and useful determination of the presence and abundance of these relevant
radionuclides generally requires acquisition of full gamma-ray spectra containing information about radionuclides
present that are not on the "relevant” list. Research is needed to explore the feasibility of "information barriers"
either by development of reliable and sufficient analysis techniques that can work with only partial spectra or the
development of software/hardware solutions to allow the collection and analysis of complete spectra without making
the full spectral data (or information about non-"relevant" radionuclides) available to inspectors.
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o Tools for understanding the chem-bio convergence and its implications on the BWC.
o Improving or enhancing understanding on how to detect the diversion of advanced
biotechnology to weapons development without placing undue burdens on the biotech
industry as it develops advances to benefit mankind. Relevant questions might be:
o How do we facilitate transparency in the biotech sector without compromising
sensitive or proprietary information?
o How do we promote transparency initiatives for biodefense research activities?
o What are the most relevant types of data for the confidence-building measures
(CBM)?
o What information do BWC States Parties need to best assure one another that
treaty obligations are being met?
o How can CBM data promote credibility of the BWC?

Chemical Weapons Convention

Current policy initiatives and priorities are derived primarily from National Security Directives
and implementation directives for the Convention on the Prohibition of the Development,
Production, Stockpiling and Use of Chemical Weapons and on Their Destruction (CWC). The
CWC eliminates an entire category of Weapons of Mass Destruction through its prohibitions and
application of strict verification measures. Through its nonproliferation mandate and verification
regime, the CWC seeks to ensure that toxic chemicals and precursors are only used for purposes
not prohibited by the Convention. It is critical to maintain the ability to verify compliance with
this treaty even as advances in the chemical industry and science and technology complicate
verification efforts.

The top priorities for related verification technology research and development are:

o Developing forensic tools to establish the origin of batches of chemicals.

o Developing tools and techniques to support sampling and analysis of chemical agents
and their degradation products in a variety of matrices and environments, to include
biomedical analytical methods for toxic chemicals, adducts formed upon exposure to
plants and animals, and their metabolites in blood and urine.

o Developing portable, preferably hand-held, analytical equipment to allow improved
sampling and analysis in the field.
o Creative thinking on how to address advances in technology based on the

convergence of biological and chemical production methods that are pushing the
boundaries of verification.
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Conventional Arms Control

Current policy initiatives are derived primarily from National Security Directives and
implementation directives for the Treaty on Conventional Armed Forces in Europe (CFE). The
CFE Treaty eliminated the enormous disparity in the size of conventional forces that existed
between East and West during the Cold War. The CFE impedes the ability of any State Party to
conduct large-scale offensive action on short notice, and remains a foundation of modern
European security architecture. It will be critical to maintain the ability to verify compliance
with this Treaty as long as it remains in force, as well as to prepare for future conventional arms
control agreements undertaken in an environment of continual technological advances.

The top priorities for related verification technology research and development are:

o Improving inspection tools to verify conventional arms control declarations. In
particular, as inspection opportunities decrease,* we need to make each inspection as
productive as possible. The inspection tools would serve to monitor and inventory
Treaty-controlled objects (typically large conventional arms systems such as tanks
and artillery). They need to be affordable, accessible to all Treaty parties, and
involve methodologies and deployment scenarios that build rather than undermine
confidence. In contrast with some other treaties (such as Open Skies), the CFE
Treaty currently does not specify sensors or methodologies.

o Identifying innovative ways to account for Treaty-limited equipment in conflict areas
where equipment covered under CFE, or a CFE-like control regime has been acquired
by non-state actors.’

Open Skies

There is a need for new sensors — digital video, infrared (IR), and synthetic aperture radar (SAR)
— that meet the criteria outlined in the Treaty on Open Skies and its subsequent Decisions,
ensuring aerial observation of all the territories of the parties to the Treaty. There is also a need
to inspect and assess foreign Open Skies assets in order to verify compliance with the terms of
the Treaty and to understand and mitigate any associated risks to U. S. national security.

* (U) The changing political environment and budgetary constraints have led to a decrease in the number of
conventional arms control verification inspections.

> (U) For example, rebels in eastern Ukraine have seized Ukrainian tanks (declared under the CFE Treaty), and
Russian equipment has apparently been transferred to them as well.
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The top priorities for related verification technology research and development therefore are:

o Identifying methodologies and equipment that better utilize the full range of
technologies permitted by the Open Skies Treaty. In addition to adhering to the
Treaty’s technical specifications, the technologies need to be affordable and
accessible to all Treaty parties, and provide a significant value add relative to the data
already available from other sources.

o Improving methodologies and technologies used to inspect foreign Open Skies
equipment and verify that sensors deployed by foreign nations fully comply with
limits in the Treaty.

o Developing a full understanding of how modern foreign Open Skies capabilities
impact U.S. national security equities and how to mitigate risk to those equities.

Confidence Building through Information Exchange

The U.S. Nuclear Risk Reduction Center (NRRC) operates the United States' communications
links used to exchange information with foreign governments in support of arms control treaties
and security-building agreements or commitments.

The top priorities for related verification technology research and development are:

o Providing consistent translations by expanding arms control vocabularies to include
space and cyberspace technical terms, and by improving the capability to implement
notification regimes transmitted in non-European languages.

o Maintaining information security in an increasingly hostile information domain to
assure notifications remain confidential and trusted.
o Reducing message processing time from hours to minutes/seconds to facilitate

verification regimes that may require faster notifications in order to prevent
misinterpretation of launch/detonation warning system indications.

Space

The National Space Policy (NSP) released in June 2010 says that the United States will consider
space-related arms control concepts and proposals that are equitable, effectively verifiable, and
which enhance the national security of the U.S. and its allies. The Administration has expanded
its efforts in international cooperation in space activities and is addressing key bilateral and
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multilateral issues, such as the long-term sustainability of outer space activities and orbital debris
mitigation that will require improved space situational awareness.

The Administration is pursuing transparency and confidence building measures (TCBMs) to
encourage responsible actions in, and the peaceful use of, space. Monitoring the implementation
of, and adherence to, TCBMs such as a multilateral code of conduct becomes critical to
promoting responsible behavior in outer space. As we consider initiatives to further define “rules
of the road” for stability and security in outer space, and to strengthen norms of responsible
behavior in outer space, we need to improve our capabilities for space-based space situational
awareness (SSA) to complement and enhance ground-based SSA capabilities.

The top priorities for related verification technology research and development are:

J Monitoring adherence with non-legally binding TCBMs and “rules of the road” for
space, such as a multilateral code of conduct for outer space activities.
o With regard to SSA, we seek new technologies to assist the United States in tracking

commercial and university small satellites (smallsats) and other difficult-to-track
objects from launch until long after they have ceased operating. The best technical
solutions should be lightweight and non-powered (such as reflectors) to make them
easily identified and tracked for the purposes of enhancing safety of flight for other
satellites.

o To enable diplomatic responses to purposeful interference against U.S. or allied space
systems, we seek data mining technologies (e.g., predictive analytics) that could
examine the data stream from multiple U.S. government, commercial and
international satellites and associated infrastructure to detect unusual patterns of
events that could indicate purposeful interference with space systems, and support
attribution of the source of the illicit activity.

o With regard to avoiding space object collisions, we seek simple satellite-based
instruments that require little weight or power and could provide some level of
autonomous on-orbit collision warning (or in some cases, interface with other
satellites using similar instruments).

o We need to detect and to prevent the deliberate misuse of the maritime domain to
commit hostile, harmful, or unlawful acts. The use of space for Maritime Domain
Awareness could provide an unprecedented level of transparency regarding such
activities. We therefore seek methods to achieve persistent global surveillance of the
maritime domain by improving our utilization of current space assets, by fully
exploiting the next generation of small satellites (particularly those with Earth
observation and signals collection capabilities), and by deploying new analytical tools
to fully exploit the data from these sources.

The Bureau of Arms Control, Verification and Compliance
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Exploratory Research for Future Options in Arms Control and
Transparency

Existing verification and transparency strategies are by themselves insufficient to address all the
challenges that are likely to be posed by future arms control and transparency initiatives.
Possible future arms control and transparency regimes, such as for nuclear warhead reductions,
may involve issues that do not easily lend themselves to monitoring through currently available
inspection tools and NTM capabilities. New challenges also will arise as nuclear arms control
advances. We need to be able to detect and monitor smaller items of inspection, and quantities
of controlled materials, warheads, and delivery systems. In addition, further nuclear arms
control will require technologies and techniques that protect sensitive information while at the
same time providing assurances of verification compliance. Further complicating the picture, the
expanding nature of strategic stability concerns may involve more players and capabilities that
could fall under the umbrella of arms control and transparency regimes. Verification
technologies are the linchpin of the arms control process. An inability to verify compliance
constrains policymakers’ options, so new technologies need to be identified. In addition, other
mechanisms that enhance transparency, risk mitigation, or predictability may offer additional
solutions to bolster verification methodologies.

Future Nuclear Arms Reduction and Fissile Material Cutoff Treaties

In April 2009, the President outlined our goal of a world without nuclear weapons, while noting
that the “road to zero” would be a long one. The negotiations of future treaties to further reduce
nuclear weapons may move away from the traditional focus on bilateral strategic delivery
systems and towards limits on the nuclear warheads® themselves among multiple Treaty partners
at lower numbers.

Verification of treaties that directly addresses nuclear warheads at lower numbers with multiple
Treaty partners will require new approaches that balance the need to protect sensitive
information with the inherent difficulty of remotely detecting nuclear devices. We need to
develop the best possible technologies to mitigate the difficulties associated with striking this
balance.

® (U) Following the signing of the New START Treaty in April 2010, President Obama has repeatedly made clear
his readiness to discuss further reductions in all types of nuclear weapons with the Russian Federation, including
non-strategic and non-deployed nuclear weapons.

The Bureau of Arms Control, Verification and Compliance
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The United States will need advanced tools and technologies to support implementation of
possible future fissile material control regimes, such as the proposed Fissile Material Cutoff
Treaty (FMCT). A broad series of technical approaches should be considered, including but not
limited to, tags and seals, radiation measurements, and other ways to detect and characterize
nuclear activity, equipment, and materials.

Strategic weapons controls and reductions have traditionally been addressed by bilateral
U.S./Russian treaties covering delivery systems (such as the INF and START Treaties), while the
nuclear industry has been addressed by the multilateral Nuclear Non-Proliferation Treaty (NPT).
The proposed Fissile Material Cutoff Treaty would more broadly address key nuclear materials.
As stated in the President’s April 2009 speech in Prague, “the United States will seek a new
treaty that verifiably ends the production of fissile materials intended for use in state nuclear
weapons.” Regimes that address the full lifecycle of nuclear warheads and their components will
likely have to merge functionalities that have historically been addressed separately through
these treaties. Conceptual designs for such cross-cutting control regimes need to be developed.
To do so, the expert community will need to identify chokepoints and possible new signatures
that may be useful to a new generation of arms control or transparency regimes.

The top priorities for related verification technology research and development are:

o Identifying aspects of the nuclear enterprise, particularly those involving the warhead
life cycle, that would lend themselves to a control and/or transparency regime that is
substantive, verifiable, and improves U.S. National Security.

o Improving detection of fissile materials, particularly when they are shielded, at a
standoff distance, and/or do not spontaneously emit neutrons.
o Developing strategies and/or technologies to protect sensitive information while

verifying compliance with a nuclear warhead control or dismantlement regime.

Strategic stability calculations may also change in the future if we move from bilateral models to
a more multipolar world. Such calculations will require an examination of the components of
strategic stability, the trade-offs in the calculations, and the dynamics between regional and
global strategic choices. Several topics include:

o Examining the components of strategic stability, from deterrence, assurance,
reassurance, and arms control perspectives.

o Examining the impact of emerging technologies on strategic capabilities and
verification technology.

o Examining the trade-offs among global adversaries and their effects on global

strategic concerns. Examples include South Asia with China, India, and Pakistan;
Northeast Asia with China, North Korea, South Korea, and Japan; and the Middle
East.

The Bureau of Arms Control, Verification and Compliance
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Ubiquitous and Persistent Sensing: Using Sensors on Widely Dispersed
Platforms

We are looking for new observables that could be incorporated into future arms control and
transparency regimes. We are also seeking IT technologies to provide near real-time information
to inspectors in the field.

The top priorities for related verification technology research and development are:

o Creating a rigorous understanding of the data generated by a large population of
relatively low-fidelity sensors and how that understanding compares to the data
generated by small numbers of high-fidelity sensors.

o Development of architectures (observables, platforms and deployment scenarios) for
large populations of sensors supporting novel transparency measures or verifying
compliance with arms control, disarmament, and nonproliferation regimes.

Expanding the Open Skies Paradigm

Two transparency concepts first proposed in the 1950s may play an increasing role in the arms
control regimes of the future: the cooperative aerial reconnaissance regime and “public technical
means.” The Open Skies Treaty has established the precedent for cooperative aerial
reconnaissance regimes. The top priority for related verification technology research and
development is identification of releasable technologies to exploit access based on the Open
Skies concept, and the design of aerial access regimes that reflect these technical opportunities.’

" Generally, commercial off-the-shelf technologies are most suited for such missions. Depending on the context,
there may also be a role for newly developed or custom-built technologies, but we should assume that all Treaty
parties will have access to the data.

The Bureau of Arms Control, Verification and Compliance
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Embracing Public Technical Means

Public Technical Means includes data, interactions, and analysis in the public domain.® The
proliferation of powerful networked sensors® will generate data of a granularity and variety that
would have been unthinkable a few years ago. This data could be aggregated to develop new
emergent information. Social media permits the spontaneous formation of virtual communities
that may act as “verification flash mobs” to collect and analyze data and information. Such
developments will likely be game changers in many areas, but while arms control will probably
not be the leading adopter,'° the emerging interaction between people and technology could help
empower a new generation of transparency measures and arms control verification provisions.
We need to understand the underlying phenomena to assess possible paths forward.

The top priorities for related verification technology research and development are:

o Characterizing the clutter in public data for the purposes of discrimination,
calibration, and validation.

o Detecting deception and falsification in open source data.

o Understanding how technology, ethics, social norms and security concerns are

evolving to impact the potential utility of group-gathered data and analysis in service
of diplomatic and/or national security goals.

& The term Public Technical Means is taken from Stubbs and Drell. It represents the modern evolution of “societal
verification,” a concept first articulated by Melman and Bohn in the 1950s and based on the idea that the public
supported nuclear disarmament and would actively participate in arms control out of a sense of civic duty.

® For example, “smart phones” carried by highly empowered “citizen sensors,” dedicated sensors embedded
throughout smart cities to manage municipal assets, and the internet of things.

1% Given the complex ethical and legal questions involved, communities addressing topics such as climate change,
precision medicine and disaster relief will likely take the lead in employing information obtained from citizen
sensors and social media, but the arms control community needs to be fully aware of the emerging norms in this area
to lay the groundwork for the creative use of such public technical means in the context of future arms control and
transparency initiatives. Active research will be needed to develop an understanding of the full range of issues to be
addressed and resolved before such tools are deployed.
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