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Mission and Values

United States Department of State

MISSION

Create a more secure, democratic, and prosperous world for the
benefit of the American people and the international community.

VALUES

Loyalty: Commitment to the United States and the American people.
Character: Maintenance of high ethical standards and integrity.
Service: Excellence in the formulation of policy and management
practices with room for creative dissent. Implementation of

policy and management practices, regardless of personal views.

Accountability: Responsibility for achieving United States foreign
policy goals while meeting the highest performance standards.

Community: Dedication to teamwork, professionalism, and the
customer perspective.

1 Mission and Values
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Message From the Secretary

In the years ahead, America’s greatest opportunity is to utilize our position of
strength to create a world that favors human freedom. This world of growing
freedom serves American long-term interests, reflects enduring American
ideals, and unites American allies and partners. We strive to help preserve
this peace by building good relations among nations around the world and we
extend this peace by encouraging free and open societies on every continent.

In the current fight against terrorism, the United States ultimately defends this
peace by opposing and preventing violence by terrorist and outlaw regimes.
Our nation will not win it solely or even primarily through military might, but in
using every instrument of national power—diplomatic, economic, law
enforcement, financial, informational, intelligence, and military. Progress will come through the patient
accumulation of successes—some seen, some unseen. The Department of State has been proud to
contribute to several early successes. We provided the diplomatic tools that marshaled and maintain a
global anti-terrorism coalition, established an interim governing authority in a liberated Afghanistan, and
continue to act as a catalyst in its ongoing reconstruction and quest for stability.

As we continue to deny terrorists and their allies the means to enact their hatred, we have an
unprecedented opportunity to help build the peace. In our broader foreign policy agenda, the Department
seeks to foster democracy and human rights around the world. We work to enact free trade agreements
that can bring increased economic prosperity both at home and abroad. The Department works to
continuously support our allies in the Atlantic and the Pacific and strengthen our relationships with
partners such as Russia while deepening the conversation with China and other nations that agree to
promote a world that favors human freedom. Through such means as the Millennium Challenge Account,
the Department advances common global interests to ensure accountable humanitarian assistance,
improved health, and a sustainable environment.

Continuing to meet our foreign policy priorities requires a Department that can look around the corner,
anticipating the challenges ahead. We must be able to plan for the next crisis rather than react to its
impact. This foresight requires a culture that values planning and an organization committed to its
execution. We must state our priorities and targets, being praised when we exceed our goals, and held
accountable when we fall short.

In the Fiscal Year 2004 Performance Plan, the Department of State describes its accomplishments to
date and looks ahead to what we intend to achieve in the coming years. As this document accompanies
our Fiscal Year 2004 budget, we invite the American public’s attention to understand the benefit the men
and women of the Department strive each day to achieve on behalf of the American public.

Colin L. Powell
Secretary of State

Message From the Secretary 2
|



U.S Department of State
FY 2004 Performance Plan

Introduction

Purpose of Plan

The Department of State Fiscal Year 2004 Performance Plan (the Plan), submitted to the President, the
Congress, and the American public describes what the Department plans to accomplish to achieve its
mission, vision, and long-term strategic goals.

Structure of Plan

The Plan is divided into the following seven sections:

1. Benefit to the American Public: This section summarizes the benefits provided to the American
people through pursuit of each of the Department’s twelve strategic goals.

2. Major Crosscutting Efforts: This section describes the major issues on which the Department works
with other agencies to resolve.

3. Management Landscape: This section describes the Department’s major management priorities
including the following:

o President’s Management Agenda (PMA) Initiatives: This section provides an update as to how
the Department is addressing the PMA initiatives designed to create a results-oriented federal
government.

e Management Challenges: The Government Accounting Office and the Department’s Office of the
Inspector General have identified Management Challenges that specify areas where the
Department needs to improve. This section describes the challenges and the actions that the
Department has initiated to make the necessary improvements.

4. Performance Management Methodoloqy: This section describes the performance management
methodology or approach used by the Department.

5. New Strategic Planning Framework: This section presents the Department’s new strategic planning
framework that responds more effectively to the changing international environment and brings greater
clarity, direction, and alignment between its vision and overall priorities.

6. Strategic Goal Chapters: Each of the Department’'s twelve strategic goals is presented in separate
chapters organized as follows:

e Public Benefit: This summarizes how the strategic goal benefits the American people.

o Annual Performance Goals: Annual performance goals represent the Department’s
priorities and what it wants to achieve during FY 2004. Each annual performance
goal contains specific indicators used to measure progress and targets that represent
the specific desired level of performance to be achieved.

e Verification and Validation: This explains how the results data used to measure
performance will be verified and validated.

e Crosscutting Activities: This describes what activities the Department undertakes with
other public or private sector entities to achieve a given annual performance goal.

7. Resources by Strategic Goal: The final section of the Plan depicts the resources and staffing by
strategic goal, thereby linking resources to program performance objectives. This section is broken
into two separate charts. The first chart depicts the Appropriation Act resources and the second the
Foreign Operations resources.

3 Introduction
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Benefit to the American Public

U.S. Department of State Mission Statement

Create a More Secure, Democratic, and Prosperous World for the
Benefit of the American People and the International Community

As the lead advocate for U.S. policies with foreign governments and international organizations, the
Department stands in the front lines of America’s national security. Diplomacy remains the primary tool to
maintain and strengthen America’s bilateral and multilateral relationships. Diplomacy, however, is a
product inherently difficult to measure. How does one quantify the benefits of something that has never
occurred? Lives saved because of battles that were never fought, diseases that were never contracted, or
famine that was never endured all inherently benefit the United States and echo the system of values it
strives to present to the world.

Human suffering resulting from conflicts and natural disasters can lead to instability in individual countries
and entire regions, eventually, as we have seen, redounding to the detriment of the United States. The
Department and USAID take the lead in diplomatic efforts to prevent or alleviate such suffering. The
Department also works to protect the nation by promoting regional stability, combating the proliferation of
weapons of mass destruction, and countering international terrorism from threatening vital U.S. interests
at home and abroad. In the wake of the events of 9/11, this work has even greater importance.

The Department continually utilizes its resources and influence to assist Americans who travel and live
abroad. The Department issues United States passports, facilitates overseas voting in federal elections,
evacuates Americans from conflict areas, and deters the entry into the United States of those who seek to
threaten the nation, while approving the entry of qualified foreigners. The Department has important
homeland security responsibilities, such as combating visa and passport fraud, and protecting foreign
diplomats in the United States so that terrorists do not hinder the day-to-day conduct of diplomacy.

The work of the Department advances sustainable development and solutions to global problems that
cannot be solved by any one nation. The Department works diligently to support the spread and adoption
of democratic ideals worldwide, which not only promote such fundamental American values as religious
freedom and worker rights, but also help create a more secure, stable, and prosperous world economy.
In addition to contributing to American prosperity, the opening of foreign markets to U.S. goods and
services results in higher standards of living and the reduction of poverty in other countries. The
Department works with other countries to promote a sustainable global environment, a healthy world
population, effective migration systems, and strong international health capabilities, thus enhancing
American security and protecting the United States from the effects of environmental degradation and
deadly disease in an increasingly interconnected world.

The Department's promotion of international understanding should result in increased foreign
understanding of American values. Since international understanding is a two-way street, not only will
foreigners come to understand, if not accept, American values, but Americans will gain greater
understanding of foreign cultures and values.

To maintain the U.S. role as a world leader in the twenty-first century, the Department must have
sufficient resources to attract and retain its employees, America’s foreign policy representatives. The
Department also must have the infrastructure and operating capacities to enable its employees to pursue
policy objectives. By strengthening the Department’s diplomatic and programmatic capabilities, all
Americans will benefit.

Benefit to the American Public 4
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Major Crosscutting Efforts

Diplomatic problems frequently do not fall entirely within the scope of only one of the Department’s
geographic or functional bureaus. The Department addresses such crosscutting issues through
collaboration among its bureaus and/or other USG agencies.

The War on Terrorism

The events of 9/11 have made combating international terrorism the key USG priority. The Department is
therefore making a major effort to conform to the new needs of the war on terrorism. Following the strong
emphasis of the President and the Secretary, a large number of bureaus, from the Office of the
Coordinator for Counterterrorism to Diplomatic Security to Consular Affairs (CA), the Bureau of Economic
and Business Affairs (EB), and the regional bureaus, are reorienting their priorities to fit new realities. In
Afghanistan, the Bureau of South Asian Affairs has worked with EB, the Bureau of International Narcotics
and Law Enforcement Affairs and the Bureau of Democracy, Human Rights and Labor to help build a
new, democratic government committed to opposing terrorism. In the countries of the former Soviet
Union, the Bureau of Arms Control and the Bureau of Nonproliferation have worked with the Bureau of
European and Eurasian Affairs to focus attention on controlling nuclear material.

On a broader scale, the Department also has cooperated with other agencies to combat terrorism.
Coordinating with the Department of Justice and the FBI, CA has worked to strengthen its visa screening
to prevent terrorists from entering the United States. The Department also has combined its efforts with
those of the military to establish key bases and build essential alliances. The Department will continue to
make the necessary internal adjustments required to fight terrorism effectively.

Public Diplomacy

The Office of the Under Secretary for Public Diplomacy and related bureaus are working to augment the
international standing of the United States and its polices. In the wake of the events of 9/11, the need for
a unified and positive American message has never been as critical as it is today.

The Department is therefore expanding the scope of public diplomacy by identifying audiences, preparing
more appropriate programs, and maximizing resources among the Department’'s domestic bureaus and
overseas posts. The Department is working closely with the White House Office of Global
Communications and other agencies to promote American values and interests worldwide. To this end,
the Department is engaging a broader and younger audience worldwide to augment America’s messages
to foreign audiences. In addition, the Department is utilizing more channels of communication to expand
the impact of activities and audience reach. The Department’'s public diplomacy efforts work in
conjunction with those of other USG agencies to communicate American beliefs, values, and goals.

Homeland Security

The Department is on the frontlines of working to protect homeland security. Since the events of 9/11,
the Department has taken steps to coordinate with overall U.S. border security efforts more effectively.
Department consular officers at more than 200 overseas posts adjudicate the majority of visa applications
of those who seek entry into the United States. Among these applicants are those who wish to harm the
United States, as shown by the events of 9/11. The Department strengthened its visa screening system,
by vastly increasing the size of its name check database, conducting more visa interviews, and instituting
interagency clearances for additional categories of applicants from specific countries. The Department
has provided U.S. ports of entry with real-time access to visa issuance data and has worked closely with
the Departments of Homeland Security and Justice, the intelligence community, the FBI, and other USG
agencies on other border-security issues.

The Department also works with domestic and international law enforcement organizations to minimize
the negative impact of drugs and crime on American citizens. The Bureaus of Consular Affairs and
Diplomatic Security play a critical role in homeland security efforts to control visa and passport fraud. The
Department is intent upon ensuring that its visa system is strong and secure, while allowing and
encouraging qualified applicants to come to the United States.

5 Maijor Crosscutting Efforts
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The Management Landscape

“As Secretary of State, | wear two hats -- one as CEO of the Department,
the other as the President's principal foreign policy advisor. And being
successful in both roles is important because we must be properly
organized and equipped and manned to conduct America's foreign policy,
as well as formulate good policy.”

Secretary of State Colin L. Powell

To achieve the strategic goals and ultimately provide benefit to the American public, the Department must
have an effective organizational structure, established management capabilities, and core infrastructure
in place to ensure the diplomatic readiness of the entire Department. Unlike other federal agencies, this
capability is made increasingly complex by the Department's presence in more than 150 countries.
Nevertheless, the Secretary and the entire leadership team always have maintained that better
management is a critical element in the Department’s overall effectiveness and remain committed to
successful implementation of all its management initiatives.

While the Department has always been committed to success on a broad range of management priorities,
the President's Management Agenda (PMA) has focused the Department's efforts across five
government-wide initiatives to improve management.

Management also is focusing on several other key priorities, three of which are depicted below.

Three Key Management Priorities

People: Diplomatic Readiness Initiative
The Department’s Diplomatic Readiness Initiative represents a new strategic human capital plan designed
to ensure the availability of adequate human resources through a more streamlined and aggressive hiring
process from recruitment to intake. The Initiative requires seamless coordination between every element
of the HR system: Office of Recruitment, Evaluation and Testing, Diplomatic Security, Medical Services,
Foreign Service Institute, and Office of Career Development and Assignments. This three-year initiative
includes the hiring of 1,158 people over attrition from FY 2002 through FY 2004.

Training: Leadership and Management Initiative
The Secretary’s Leadership and Management Training Initiative, started in FY 2003, will have the initial
training rollout completed by the end of 2006. The goal is to ensure that all employees, especially those
who are supervisors, receive appropriate specific training in leadership and management skills.

Security: Diplomatic and Homeland Security
The War on Terrorism has brought a heightened awareness of the need for good preventative and
protective security measures. The Bureau of Diplomatic Security works throughout the Department and
with other USG agencies to provide increased security and safety for American citizens and interests at
home and abroad. These efforts include coordination with U.S. overseas posts to provide more secure
facilities abroad, with the Bureau of Consular Affairs to combat passport and visa fraud, and with the
Bureau of Information Resource Management to ensure protection of U.S. technology and communication
assets. The Department will work closely with the new Department of Homeland Security in these efforts.

The Management Landscape 6
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The President’s Management Agenda

In August 2001, President Bush outlined the President’'s Management Agenda (PMA) which focuses on
five initiatives designed to improve USG management. According to the Office of Management and
Budget (OMB), the Department made progress on each of the five President's Management Agenda
(PMA) initiatives. As of March 2003, the Department achieved three “green” and two “yellow” scores for
progress on implementation. With respect to overall status, the Department has made improvements in
several areas, even though the overall scores for status remain “red.” During FY 2004, the Department
will continue its efforts to address the PMA initiatives.

‘ Strategic Management of Human Capital ‘

Progress Status

Overview: This initiative aims to build, sustain, and deploy effectively a skilled, knowledgeable, diverse, and high-
performing workforce that is aligned with mission objectives. The goal is to have a workforce whose composition,
size, and competencies can quickly adapt to changes in mission, technology, and labor markets.

Progress:The Department successfully implemented the first year of the Diplomatic Readiness Initiative, designed
to ensure adequate human resources through a more streamlined and aggressive hiring process. The Department
also has implemented a mandatory leadership and management training initiative and emphasized those skills in
performance requirements. The Department revalidated the Overseas Staffing Model, completed the first phase of
the Domestic Staffing Model, and began to develop a Civil Service Succession model that will provide a
comprehensive approach to determining the optimal size, allocation, and organization of domestic and overseas
personnel. These models will facilitate analysis for competitive sourcing decisions. An integrated strategic
workforce plan will be developed and integrated with the mission- and bureau- level strategic planning processes.
Use of OPM’s Human Capital Assessment and Accountability Framework (HCAAF) to assess human capital
activities will help ensure management accountability and evaluation of progress in this area.

Upcoming Action and Potential Challenges: The Department will continue to work with OPM and OMB, as
well as use the HCAAF as its basic guide. The Department also will continue to implement the Diplomatic
Readiness Initiative and expand the leadership and management training initiative. Plans are also underway to
complete Phase Two of the Domestic Staffing Model and a draft Civil Service succession planning model.

‘ Improved Financial Performance ‘

Progress Status

Overview: This initiative will improve accountability through audited financial statements, more accurate benefit
and assistance payments, improved management controls, and installation of financial systems that produce timely,
accurate and useful financial information.

Progress: The Department is aggressively addressing the implementation of improved financial performance
standards and has completed and reported on a detailed plan of action that includes milestones and measures
referenced to the OMB established core criteria. The new Regional Financial Management System (RFMS) is well
underway with the conversion of 107 posts (53 percent of total posts) through March 2003. This new system
complies with federal financial systems requirements and replaces the two legacy overseas accounting and
disbursing systems. Progress is also being made on consolidating and streamlining worldwide financial operations.
The Department will transfer the remaining functions of the Paris Financial Service Center (FSC) to the Charleston
and Bangkok FSCs by December 2003.

Upcoming Action and Potential Challenges: Future actions include full worldwide implementation of RFMS
by the end of FY 2003, continued timely issuance of the annual combined Performance and Accountability Reports
containing an unqualified (“clean”) audit opinion of the Department’s financial statements, and issuance of timely
quarterly financial statements for FY 2003. The Department and USAID will conduct a feasibility study to assess
integration of their financial systems and to determine how they can expand their financial management
collaboration.

7 The Management Landscape
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‘ Budget & Performance Integration ‘

Progress Status

Overview: This initiative aims to improve the performance and management of the federal government. One of
the most challenging initiatives, it seeks to link performance to budget decisions and improve performance tracking
and management. The ultimate goal is to have better control over resources and greater accountability over results.

Department Progress: The Department reorganized its budget and strategic planning staff to create the Bureau
of Resource Management. Focusing on the PMA, the new bureau is developing a process that requires information
on budgets and human resources to be tied to performance planning. The Department also has started to utilize
current budgeting databases and applications to enhance the integration process.

Upcoming Action and Potential Challenges: The Department continues to develop attainable goals and
tangible performance measures that accurately track progress. The Department has restructured and strengthened
the FY 2002 Performance and Accountability Report with key improvements that evaluate results more effectively.
It also will examine more closely the linkages between foreign assistance funds and performance. The Department
and USAID are integrating their strategic plans into a consolidated FY 2004-FY 2009 plan to ensure closer
collaboration on policy and management issues. Development and implementation of the Central Financial
Planning System will be a critical step in tracking and verifying actual performance data and linking them to
Department-wide financial resources.

O Competitive Sourcing ‘

Progress Status

Overview: This initiative aims at achieving efficient, effective competition between public and private sources;
simplified and improved procedures for evaluating sources; and better publicity for activities subject to competition.

Progress: With OMB approval, the Department completed a Competitive Sourcing Plan that targets competing 11-
15 percent of the commercial positions in its FAIR Act inventory. In FY 2003, the Department will fund a "Quality
Sourcing" initiative and establish an Executive Steering Committee that will provide technical support for program
offices to manage two key Administration initiatives: competitive sourcing and performance-based service
contracting. The Department gave initial union notification, is seeking a Competitive Sourcing Plan manager, and is
revising the Foreign Affairs Manual.

Upcoming Action and Potential Challenges: The Department is proceeding to implement its Competitive
Sourcing Plan. Study groups for identified commercial activities are being formed. Immediate challenges include
obtaining technical support for carrying out the studies, integrating employee labor organizations, and establishing
milestones for each study group’s implementation plan.

O Expanded Electronic Government ‘

Progress Status

Overview: The goal of this initiative is to expand the federal government’s effective use of electronic technologies
(including support of information technology projects that offer performance gains across agency boundaries, such
as e-procurements, e-grants, and e-regulation), so that Americans can receive high-quality government service.

Department Progress: The Department is focusing on improving IT security by certifying and accrediting all
systems no later than the end of FY 2004, developing enterprise architecture to guide IT investments and improve
business processes, and improving the capital planning process for IT investments. The Department and USAID
also are exploring how to collaborate and improve coordination on parallel IT systems. The Department has revised
its submission of the FY 2004 Agency Capital Plans and Business Cases (OMB Exhibit 300s) to reflect budget
decisions and strengthen those considered "at-risk”.

Upcoming Action and Potential Challenges: Following completion of the Unified Data Collection Effort,

the Department will ensure that it conducts National Institute of Standards and Technology security evaluations on
all Department programs and systems. The Department also will develop security corrective action plans for any
programs and systems with security weaknesses, and submit to OMB a Plan of Action and Milestones to correct
those weaknesses. The Department will complete the Certification and Accreditation plan to improve system
certification progress and submit it to OMB. The Department and USAID will develop a plan for joint Enterprise
Architecture and identify opportunities to collaborate on and consolidate their financial management and IT systems.
The Department will use OMB’s detailed assessment and roadmap to develop and submit to OMB a PMA e-
government scorecard improvement plan.

The Management Landscape 8



U.S Department of State
FY 2004 Performance Plan

Management Challenges

The Government Accounting Office and the Department’s Office of the Inspector General have identified
several Management Challenges that represent areas where the Department must improve operations.
The table below shows the Management Challenges and the corresponding actions that the Department
is taking in response to them.

Challenges Actions Being Taken

e  The Department is implementing the new Regional Financial Management System
(RFMS) overseas to replace two legacy systems. RFMS, when fully implemented,
will comply with Federal financial systems requirements. Conversion has been
completed at 107 posts (53 percent of total posts).

e  For the sixth consecutive year, the Department’s FY 2002 Financial Statements
received an unqualified opinion. In addition, the Department’s FY 2001

Financial Accountability Report received the Association of Government Accountants’

Management prestigious Certificate of Excellence in Accountability Reporting.

e The process of transferring significant portions of financial operations to
Charleston, South Carolina, has resulted in reduced overseas presence, improved
computer security and improved business processes.

e  For the first time, the resolution of all remaining material weaknesses has resulted
in the Department having no outstanding material weaknesses to report under the
Federal Managers’ Financial Integrity Act (FMFIA).

e Developed an automated case-tracking system that enhanced U.S. border security
by preventing the fraudulent use of lost or stolen passports, and expanded the
Foreign Lost and Stolen Passport Database.

e Created a new non-immigrant visa (NIV) to prevent its alteration and duplication;
began cooperation with the Virginia DMV to share information on fraudulent foreign
documents; and improved document-fraud training for Diplomatic Security agents
and Social Security Administration investigators.

e Increased data sharing with the intelligence and law enforcement communities and
increased input by other USG agencies into the Department’s name check

Visa Processing database.
and Border e Compiled a “Law Enforcement Package” that Diplomatic Security field offices,
Security Passport agencies and other Department offices may provide to state and local law

enforcement contacts and banks or other businesses requesting general guidance
on assessing U.S. visas and passports as identity documents.

e Began participation in the E.U. fraudulent documents working group, sharing
information on smuggling trends, fraud patterns, and document fixers.

o Electronically verified the legitimate entry of foreign students and exchange visitors
through the Interim Student Exchange Authentication System.

e Provided over one million photographs of visa applicants to the National Institute of
Standards and Technology to use in their facial recognition evaluation tests and
continued work on biometric identifier standards and electronic systems.

e Created a new Office of Strategic and Performance Planning dedicated to
improving strategic and performance planning.

o Created a new strategic planning framework that the Department and USAID will
share in their joint FY 2004—FY 2009 Strategic Plan.

Strategic and e Revised the structure of the FY 2003 and FY 2004 Performance Plans to make

Performance them more reader-friendly, including outlining the benefit to the American public,

Planning presenting performance indicators and targets for each annual performance goal,
and outlining the resources the Department anticipates spending on each strategic
goal.

e Developed a rating tool for program managers to evaluate performance results
achieved, as compared to performance targets.

9 The Management Landscape
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Challenges Actions Being Taken

e Ninety-five percent of the 1999 Emergency Security Budget Amendment projects
met the FY 2002 target, resulting in heightened security at primarily lower-threat
posts to meet standards formerly required only at high and critical threat posts, as
provided under the Amendment.

Information e Of the Department’s 177 diplomatic posts, 58 percent received technical security

Security equipment upgrades.

e A comprehensive intrusion detection system designed to protect the Department’s
Sensitive But Unclassified information network is fully operational in all locations.

e |T security certification and accreditation is the top priority for FY 2003 and FY
2004. All systems will be certified and accredited by the end of FY 2004.

e The Department has completed major improvements to classified and unclassified
communications systems, such as the Classified Connectivity Program and
OpenNet Plus programs. By the end of FY 2003, virtually all personnel at both
overseas and domestic posts will have access to modern, highly-efficient,

Enhancing classified and unclassified networks and the Internet.
Overseas o The Department has expanded connectivity to overseas posts, enabling bureaus to
Communications publish content directly on internal network Web sites.

o The State Messaging and Archive Retrieval Toolset (SMART) program will replace
the Department’s cable-based messaging system in FY 2004. When implemented,
SMART will greatly expand the ability of individual users to manage
communications flow and access Department archives.

o The Office of eDiplomacy, established in July 2002, is developing a knowledge
management program for the Department.

o The Department’s Center for Administrative Innovation is working to identify,
disseminate, and encourage adoption of best practices from posts, bureaus, and
external organizations.

e The Department is working closely with OMB on the OMB-led rightsizing initiative
in the President’'s Management Agenda.

e In August 2002, the Department distributed to all European and Eurasian posts an
OMB-created rightsizing questionnaire, based on the GAQO’s Paris Rightsizing
Framework.

Rightsizing e Based on responses, and in consultation with GAO, OMB will develop and apply a
rightsizing methodology to agencies’ future overseas staffing requests and staffing
at existing posts.

e The FY 2004 budget request includes a capital surcharge program covering all
agencies, which will help management more clearly understand and consider the
costs and implications of sending staff overseas.

e  Specific long-term goals, short-term goals, and performance indicators, identified in
the PART which were taken from the FY 2004 Overseas Buildings Operations’
Bureau Performance Plan (BPP), will be integrated into the FY 2005 BPP.

e During the BPP reviews with the Deputy Secretary, there will be an assessment of

Overseas Building the progress made on enhancing the Capital Security Construction Program.

Security o Fifteen capital construction projects are currently under construction, seven of
which will be completed in FY 2003.

e The FY 2004 budget request includes a capital surcharge program covering all
agencies, which will help management more clearly understand and consider the
costs and implications of sending staff overseas.

Knowledge
Management

The Management Landscape 10
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Performance Management Methodology

The Department is committed to and focused on how best to utilize the funds it receives from Congress
- the tax dollars of American citizens - to produce successful results. To do so, the Department utilizes a
five-tiered performance management methodology, as depicted in the pyramid at the bottom of the page.
Each of the components of the pyramid are explained below:

Strategic Objectives These typically represent an organizing layer between the
mission statement and the strategic goals, with related strategic
goals grouped under a specific strategic objective.

Strategic Goals These describe the Department’s long-term goals as detailed in
its Strategic Plan.

Annual Performance Goals These describe the desired outcomes the Department is
planning to achieve during a given year. Achieving all of the
annual performance goals would provide the outcomes
necessary to reach the strategic goal. The Department has
thirty-eight annual performance goals for FY 2004.

Performance Indicators These are values or characteristics that the Department utilizes
to measure progress achieved towards stated annual
performance goals. The indicators are drawn from bureaus and
mission performance plans.

Performance Targets These are the expressions of desired performance levels or
specific desired results targeted for a given fiscal year.
Achievement of targets defines success. Where possible,
targets are expressed in quantifiable terms.

@éﬁiﬁﬁi&'
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Strategic Planning Framework

Consistent with its performance management methodology shown on the opposite page, the Department
will focus its work around twelve strategic goals that capture both the breadth of its mission and its
specific responsibilities. The FY 2004 Performance Plan is the first performance plan structured around
this new framework which reflects policy and functional collaboration between USAID and the Department
towards achieving common goals.

The framework brings greater clarity, direction, and alignment among the Department’s vision, mission,
and overall priorities. In this context, the Department reduced the number of its strategic goals from
twenty to twelve, centered around four core strategic objectives:

e Protect the Nation
e Advance Sustainable Development and Global Interests
¢ Promote International Understanding

o Strengthen Diplomatic and Program Capabilities

Mission

Create a More Secure, Democratic, and Prosperous World
for the Benefit of the American People
and the International Community

Strengthen Diplomatic

Promote
International

Protect Advance Sustainable
the Development & Global

and Proaram
Capabilities

Understanding

 —— Interest

Counterterrorism Democracy and Public Management and
Human Rights Diplomacy and Organizational
[ Public Affairs Excellence

Economic Prosperity
and Security

Regional Stability

Homeland Security

Social and
Environmental Issues

Weapons of Mass Humanitarian
Destruction Response

International Crime

and Drugs
American Citizens
Legend
Il Strategic Objectives
[ Strategic Goals
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The following pages show each of the Department’s four Strategic Objectives with their corresponding
Strategic Goals and FY 2004 Annual Performance Goals.

STRATEGIC OBJECTIVE #1
- PROTECT THE NATION -

Strategic Goals

FY 2004 Performance Goals

Counterterrorism

Prevent attacks against the United
States, our allies, and our friends,
and strengthen alliances and
international arrangements to
defeat global terrorism.

Coalition partners identify, deter, apprehend, and prosecute terrorists.

U.S. and foreign governments actively combat terrorist financing.

Coordinated international prevention and response to terrorism,

including bioterrorism.

Diminished political and economic conditions that permit terrorism to
flourish.

Regional Stability

Avert and resolve local and regional
conflicts to preserve peace and
minimize harm to U.S. national

interests.

Close, strong, and effective U.S. ties with allies, friends, partners, and
regional organizations.

Existing and emergent regional conflicts are contained or resolved.

International Crime and Drugs

Minimize the impact of international
crime and illegal drugs on the
United States and its citizens.

International trafficking in drugs, persons, and other illicit goods
disrupted and criminal organizations dismantled.

States cooperate internationally to set and implement anti-drug and
anti-crime standards, share financial and political burdens, and close off
safe-havens through justice systems and related institution building.

13
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STRATEGIC OBJECTIVE #2

- ADVANCE SUSTAINABLE DEVELOPMENT AND GLOBAL INTERESTS -

Strategic Goals FY 2004 Performance Goals

Democracy and Human Rights Measures adopted to develop transparent and accountable democratic
Advance the growth of democracy institutions, laws, and economic and political processes and practices.
and good governance, including civil
society, the rule of law, respect for | Universal standards protect human rights, including the rights of
human rights, and religious freedom. women and ethnic minorities, religious freedom, worker rights, and the

reduction of child labor.

Improved global health, including child, maternal, and reproductive
health, and the reduction of abortion and disease, especially
HIV/AIDS, malaria, and tuberculosis.

Partnerships, initiatives, and implemented international treaties and
agreements that protect the environment and promote efficient energy
use and resource management.

Broader access to quality education with emphasis on primary school
completion.

Effective and humane international migration policies and systems.

Social and Environment Issues

Improve health, education,
environment, and other conditions
for the global population.

Strategic Planning Framework 14



U.S Department of State
FY 2004 Performance Plan

STRATEGIC OBJECTIVE #3
- PROMOTE INTERNATIONAL UNDERSTANDING -

Strategic Goals

FY 2004 Performance Goals

Public Diplomacy and
Public Affairs
Increase understanding for American
values, policies, and initiatives to
create a receptive international
environment

Public diplomacy influences global public opinion and decision-
making consistent with U.S. national interests.

International exchanges increase mutual understanding and
build trust between Americans and people and institutions
around the world.

Basic human values embraced by Americans are respected
and understood by global publics and institutions.

American understanding and support for U.S. foreign policy,
development programs, the Department of State, and the U.S.
Agency for International Development.

Strategic Goals

RA UB 4

PLO A AND

PROGRA APAR

FY 2004 Performance Goals

Management and Organizational
Excellence
Ensure a high quality workforce
supported by modern and secure
infrastructure and operational
capacities.

A high performing, well-trained, and diverse workforce aligned with
mission requirements.

Modernized, secure, and high quality information technology
management and infrastructure that meet critical business
requirements.

Personnel are safe from physical harm and national security information
is safe from compromise.

Secure, safe, and functional facilities serving domestic and overseas
staff.

Integrated budgeting, planning, and performance management;
effective financial management; and demonstrated financial
accountability.

Customer-oriented, innovative delivery of administrative and information
services, acquisitions, and assistance.

Strategic Planning Framework
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PREVENT ATTACKS AGAINST THE UNITED STATES, OUR ALLIES AND OUR FRIENDS, AND
STRENGTHEN ALLIANCES AND INTERNATIONAL ARRANGEMENTS TO DEFEAT GLOBAL
TERRORISM

Public Benefit

The events of 9/11 demonstrated the extent of the threat posed by international terrorism to the United
States and U.S. citizens, both at home and abroad. Al-Qaeda is present in more than sixty countries;
several hundred affiliates are suspected to be in the United States alone. The American people are
painfully aware of the importance of USG efforts to combat international terrorism. In the wake of the
events of 9/11, the United States has launched a campaign against terrorism. Although the war on
terrorism began at home, the Department has taken the struggle worldwide. The Secretary and senior
Department officials have traveled to every corner of the globe to develop and sustain a coalition to fight
terrorism on all fronts — diplomatic, military, intelligence, law enforcement, and financial. The Department
recognizes the need to combat terrorist networks where they exist and operate via the worldwide
cooperation and coordination afforded by our coalition partners. Efforts thus far have resulted in
assistance from more than 180 states and territories in identifying, disrupting, and destroying international
terrorist organizations; the worldwide capture of over 3,000 terrorist suspects; and the blocking of
$120 million of terrorists’ assets by over 160 foreign governments. Through its proven ability to affect
change and execute USG policy abroad, the Department is an important leader in the war on terrorism.

The Department engages with foreign governments to ensure that they have the political will to take
strong, decisive action against terrorism. While governments may have the political will to combat
terrorism, they often lack the capability to act effectively. The Department’s training and assistance
programs help other states build the capacity of their intelligence, law enforcement, and military
communities to defeat terrorists operating on their soil. At home, the Department has taken
unprecedented action to coordinate all training and assistance provided by USG agencies. As the lead
federal agency to respond to terrorist-related incidents overseas, the Department has maintained its
readiness to respond to international terrorist-related incidents affecting U.S. interests. The Department’s
efforts not only ensure the safety of Americans abroad, but bolster the security of the U.S. homeland by
effectively making the borders of America’s friends and allies the first line of defense against terrorists.
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Performance Goal 1
COALITION PARTNERS IDENTIFY, DETER, APPREHEND AND PROSECUTE TERRORISTS

Summary: Projected FY 2004 Performance

The United States relies on its foreign partners to protect U.S. citizens and interests overseas and prevent
terrorists from reaching the U.S. homeland. The Department expects that its continued bilateral
engagement with key partners will ensure that counterterrorism remains at the top of the international
political agenda in 2004. Multilateral engagement with
regional organizations such as the Asia Pacific
Economic Cooperation (APEC) Forum, the European
Union (EU), the Organization of American States (OAS),

Performance Trend: FY 2000 - FY 2004
Number of Completed Bilateral and
Multilateral Counterterrorism Consultations

the Association of Southeast Asian Nations (ASEAN), 30+ o5 21
and the Arab League will ensure that these 25 ] ] Target — w
organizations continue to press member states for action -
and coordination on counterterrorism. 201 B Result
151 13
The Department also expects that other states will have 10 9
greater capacity to counter terrorism on their soil in 2004 6
due to Department-provided counterterrorism training 5
and technical assistance. Training and technical i
assistance programs augment the capability of recipient 2000 2001 2002 2003 2004

states to take strong, decisive action against terrorism

by providing valuable skills, relevant support equipment

and technical advice. In 2004, the United States will

serve as President of the G-8. The Department expects that its chairmanship of the Counterterrorism
(Rome) Experts Group will improve counterterrorism coordination and influence foreign partners having
advanced counterterrorism skills to participate more in the capacity building effort.

By 2004, Colombia will have a strengthened capacity to conduct counterterrorist operations against the
three foreign terrorist organizations (FTO) operating in its territory. The Southern Cone of South America,
through the “3+1” mechanism (Argentina, Brazil, Paraguay, plus the United States), will be increasingly
able to counter financial flows to terrorists in the region and will be less attractive as a safe haven for such
illicit activities. In addition, the Department expects the Inter-American Committee on Counterterrorism
(CICTE) to strengthen its leadership in the region and that the organization be viewed as a model for
regional counterterrorism efforts.

Through Department-coordinated technical assistance, the countries on the Arabian Peninsula will be
better prepared to stop the financing of terrorism. The Department also expects that throughout the Middle
East, the close operational coordination among U.S. embassies will result in the capture of terrorists.

In East Asia, a dedicated counterterrorism police unit ZEEEL R L ) P U2 R

will be operational in Indonesia, a regional
counterterrorism center will be established in
Malaysia, and assistance to the region, particularly
Indonesia, will be coordinated among primary donors.
The police and security forces of the Philippines,
Indonesia, Malaysia, and Thailand will be able to
conduct more effective counterterrorism operations,
and nations throughout the region will have new or
enhanced legislation to strengthen the legal basis for
counterterrorist actions and related terrorist finance
and money laundering investigations.

Anti-Terrorism Assistance Program (ATA)
Greek police officials recently dismantled the
terrorist group 17 November, which has been
active since the early 1960s. The group’s
international activities included the murders of
British and American diplomats. The U.S Embassy
in Athens confirmed that at least twenty-six of the
key Greek police officials involved in the
investigation, arrests and dismantling of the 17
November group had ATA training. Such training
included Major Case Management and Terrorist
Crime Scene Investigation.

17
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Due to the considerable amount of Department-sponsored training, the Caucasus and Central Asian states
will have greater capacity to protect key sites (e.g., airports and government buildings), investigate terrorist
incidents, and protect their borders from criminal and terrorist incursions. Moreover, the Georgia Train and
Equip Program (GTEP) will bolster the Georgian Government’s ability to go after terrorist elements in the
Pankisi Gorge.

In South Asia, Pakistan, through its newly established National Counterterrorism Unit, will have a more
thorough and coordinated approach to thwarting terrorist activities. Afghanistan will continue to be an
active partner in fighting remnants of the Taliban and al-Qaeda on its territory. Through the Department’s
continued engagement with India, India will play a constructive role in resolving terrorist insurgencies in
Nepal and Sri Lanka.

By 2004, the Department hopes to reduce the attractiveness of many African countries as potential
terrorist transit points, safe havens, or targets. As recipients of Department-provided training courses,
Kenya, Dijibouti, and Ethiopia should exhibit higher levels of specialized skills to combat terrorism more
effectively. Likewise, border security is expected to improve in Niger, Chad, Mali, and Mauritania.

In the multilateral arena, the Department expects to make significant progress in encouraging states to
take action to implement UN Security Council Resolution (UNSCR) 1373, which imposes binding
obligations on all states to suppress and prevent terrorist financing, improve border controls, enhance
information sharing and law enforcement cooperation, suppress terrorist recruitment, and deny terrorists
safe haven.

By 2004, it is anticipated that the UN Counterterrorism Committee (CTC) will have succeeded in motivating
many, if not most, UN member states to establish the legislative and executive frameworks necessary for
implementing their counterterrorism obligations under UNSCR 1373.

While basic capacity building will continue in many “less able, but willing” states, the CTC should be
actively promoting the cooperation of member states on bilateral, regional, and international levels; judicial
cooperation among states; and an attack on the links between terrorism and other threats to security in the
form of arms and drug trafficking, organized crime, and money laundering.

Summary: Indicators, Results, and Targets

Baseline Results Targets
2000 2001 2002 2003 2004
Indicator #1: Number of Bilateral and Multilateral CT Consultations Completed.
6 9 13 25 27

Indicator #2: Number of ATA Courses Provided to Priority States and the Number of Program
Reviews that are Conducted 18 Months After the Training.

A total of 117 A total of 135 ATA A total of 160 ATA A total of 190 ATA A total of 210 ATA courses
ATA courses courses provided to courses provided to courses provided to fifty provided to sixty states.
provided to forty-nine states. forty-one states. states.

forty-two

states.

A total of five A total of fourteen A total of 160 program A total of 190 program A total of 210 program
program program reviews reviews conducted. reviews conducted. reviews conducted.
reviews conducted.

conducted.

Strategic Goal Chapter 1: Counterterrorism 18



U.S Department of State
FY 2004 Performance Plan

Baseline Results Targets

2000 2001 2002 2003 2004

Indicator #3: Number of States That Have Reported to the UN Security Council on Their Efforts to
Implement United Nations Security Council Resolution (UNSCR) 1373.

UN was not UN CTC established to 174 145 174
monitoring monitor and assist
implementatio | members in

n of UNSCR implementing UNSCR
1373. 1373.

Means and Strategies by Target

Complete twenty-seven bilateral and multilateral CT consultations.
¢ Maintain close cooperation and coordination with the governments of key partners to ensure that
bilateral and multilateral exchanges continue at which U.S. officials and their counterparts further
specific counterterrorism goals and priorities, share concerns, and overcome challenges.
e Ensure that the counterterrorism engagement unit is adequately staffed.
¢ Obtain adequate funding.

Conduct 210 ATA courses and 210 program reviews among 60 states.
e Obtain adequate funding and trainers.

e Maintain mobile training units to provide emergency training to police units in-country when a CT-
related situation exists.

o Establish counterterrorism priority states through the Department-chaired, interagency Training
and Assistance Sub-Group.

Have 174 states report to the UN Security Council on their efforts to implement UNSCR 1373.
e Work closely with the UN CTC.
e Use bilateral and multilateral consultations to encourage states to submit reports.
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Performance Goal 2
U.S. AND FOREIGN GOVERNMENTS ACTIVELY COMBAT TERRORIST FINANCING

Summary: Projected FY 2004 Performance

In the wake of the events of 9/11, the President announced the start of an offensive against the financial
foundation of the global terror network using every diplomatic, intelligence, law enforcement, and financial
tool and channel available to influence to identify, disrupt, and dismantle terrorist financing networks.
Publicly designating terrorists and their supporters, freezing terrorists’ assets and strengthening the
financial, regulatory, and judicial sectors of vulnerable coalition partners play a critical role in this effort.

Domestically, the Department will continue to coordinate with the Departments of the Treasury and Justice
to designate individuals and entities as supporters of terrorism under Executive Order 13224 and to
designate foreign terrorist organizations (FTOs) in order to freeze the assets, stigmatize and isolate
terrorists and their supporters internationally, deter donations and contributions to and economic
transactions with them, and heighten public awareness and knowledge of terrorists, terrorist organizations
and those who support them. The Department will also work with the Department of Justice to designate
groups under the Terrorism Exclusion List (TEL) so that individual aliens providing support to or associated
with TEL-designated organizations may be found “inadmissible” to the United States or, if already in U.S.
territory, may in certain circumstances be deported.

Internationally, the Department will continue to lead USG efforts to develop and sustain the bilateral and
multilateral relationships, strategies and activities
required to win international support for and
cooperation with its efforts to combat terrorist
financing. The Department will continue to work | 1

Example of an FY 2002 Achievement

Designating Jemaah Islamiyah (JI)
October 2002, the Department successfully

with countries around the world to ensure the
effective implementation of UN Security Council
Resolution 1373, which calls, among other things,
for the freezing of terrorist assets. The
Department will also continue to actively
encourage countries to submit names to the UN
1267 Sanctions Committee’s consolidated list of
individuals and entities with links to al-Qaeda
whose assets UN member states are obligated to
freeze. Those included in this list are also subject

mobilized over fifty nations including Indonesia, the
Philippines, Singapore and other Southeast Asian and
European allies, to support the United States and
Australia in requesting that the U.N. add JI to its the
consolidated list of al Qaeda-related entities and
individuals pursuant to UNSCR 1267. The designation
of JI was the greatest showing of multilateral support
for the designation of a terrorist organization under
UNSCR 1267. This joint action was a clear indication
of the regional and worldwide commitment to disrupt
terrorism by attacking the financial underpinnings of
groups such as JI.

to arms bans and travel restrictions. The 1267
Sanctions Committee’s work is the most focused multilateral effort to combat the funding of terrorists and
their supporters.

In addition to designations, the Department will work bilaterally with nations whose financial systems are
vulnerable to abuse by terrorists and their supporters to reinforce those national institutions responsible for
combating terrorist financing. Such institutions include judicial, banking, regulatory, and law enforcement
agencies. Through Department-provided training and technical assistance, these agencies will be better
equipped to identify, investigate and prosecute terrorist financing and other financial crimes. This effort will
impede terrorist financing from overseas before funds reach possible terrorist cells in the United States.
Multilaterally, the Department expects to work increasingly with international organizations such as the
UN CTC and the Financial Action Task Force (FATF) on money laundering, and regional bodies such as
the OAS, Organization for Security and Cooperation in Europe (OSCE), ASEAN, the Pacific Islands
Forum, and APEC to detect, dismantle, and deter terrorist financing networks that transcend national
borders.
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Summary: Indicators, Results, and Targets

Baseline Results Targets
2000 2001 2002 2003 2004
Indicator #1: Number of Names Designated Under E.O 133224 for Terrorist Asset Freezing
N/A Baseline: A total of eighty-nine A total of eleven names Designation of additional
A total of 136 names names were were designated under terrorist-related
were designated by the designated under E.O. | E.O. 13224 between Jan. 1 | individuals and entities as
U.S. under E.O. 13224. 13224. and March 28. Several appropriate.

dozen more are under
consideration for

designation.
Indicator #2: Number of Names Added to the UN 1267 Sanctions Committee's Consolidated List
N/A Baseline: A total of fifty-four al A total of twelve Addition of al Qaeda-
A total of 153 Taliban- Qaeda names were al Qaeda names were related individuals and
related and 117 al added to the 1267 added to the 1267 entities as appropriate.
Qaeda-related names Committee's list. Sanctions Committee's list
were added to the 1267 between Jan. 1 and March
Committee's list. 28, 2003. More names are

expected to be added to
the 1267 Committee's list
later in the year.

Indicator #3: Number of Foreign Countries Submitting Names to the UN 1267 Sanctions
Committee's Consolidated List

N/A Baseline: A total of 68 foreign A total of ten foreign Submission of additional
No foreign countries countries submitted al countries submitted al names by foreign
submitted names to the Qaeda-related names Qaeda names to 1267 governments as
1267 Sanctions to the 1267 Sanctions Sanctions Committee appropriate.

Committee. Committee. between Jan. 1 and March
28, 2003.

Indicator #4: Timeliness of the Review of Groups Designated as Foreign Terrorist Organizations
(FTOs) Pursuant to U.S. law.

A total of A total of thirty-one Five more All FTO reviews All FTO reviews
twenty-nine groups designated as organizations completed; no new completed; no new
groups FTOs per U.S. law. designated as FTOs; addition pending for more addition pending for more
designated as | Twenty-eight FTOs one additional group than four months. than four months.

FTOs reviewed for was redesignated.

pursuant to redesignation, twenty- Five groups were

U.S. law. One five groups redesignated under review for

new group (two groups consolidated | possible FTO

designated. into one) and two other designation.

groups dropped from the
list. Two new groups
designated.

Indicator #5: Number of Countries That Have Instituted Measures to Combat the Financing of
Terrorists Through U.S. Training and Assistance Programs. (New Indicator)

N/A N/A Baseline: Assessment of these Five of the priority states
Nineteen states where nineteen priority states institute measures to
the financing of takes place; the combat terrorist financing.
terrorists is a major nineteen priority states
concern have been accept
listed as priority states. | recommendations and
Nine assessments offers of training and
conducted by U.S. assistance.
interagency financial
systems assessment
teams.
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Means and Strategies by Target

Names of terrorist-related individuals and entities continue to be designated under E.O. 13224.
e Active coordination with other U.S. Government agencies involved in combating terrorist
financing.
e Active bilateral and multilateral diplomacy to persuade other countries to also freeze the assets of
those designated under E.O. 13224 and thereby increase the effectiveness and impact of U.S.
action.

Names of al Qaeda-related targets continue to be added to the UN 1267 Sanctions Committee's
consolidated list.
e Lead the interagency process through which the USG develops and sustains bilateral and
multilateral relationships, strategies and activities to win international support for and cooperation
with our efforts to combat terrorist financing.

Foreign countries continue to submit names to the 1267 Sanctions Committee either independently
or together with the U.S.
o Actively pursue bilateral and multilateral diplomacy focused on combating terrorist financing.

All FTO reviews completed; no new addition pending for more than four months.
e Hire and/or assign more staff to the designations unit that review FTOs.
e Utilize new secure on-line connections to facilitate interagency communications by those who
review designations.
e Seek legislative changes to streamline dealing with new aliases of a designated FTO and
eliminating the redesignation requirement.

Five states that receive assistance to combat the financing of terrorists institute such measures
through U.S. training and assistance programs.
e Lead interagency financial systems assessment teams to assess each state’s domestic institutions
responsible for combating terrorist financing.
e Develop training and assistance programs based on assessments.
e Administer delivery of assistance by selecting and funding appropriate training providers.
e Obtain adequate funding.
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Performance Goal 3
COORDINATED INTERNATIONAL PREVENTION AND RESPONSE TO TERRORISM, INCLUDING
BIOTERRORISM

Summary: Projected FY 2004 Performance

The Department will continue to be ready to respond to terrorist-related incidents against U.S. citizens or
interests anywhere in the world during 2004. As the lead federal agency to respond to international
terrorism-related crises, the Department heads the Foreign Emergency Support Team (FEST). The FEST
provides U.S. ambassadors at affected posts with advice, assistance, and assessments concerning
terrorism-related issues ranging from preemptive operations to post-incident and disaster response. The
FEST serves as a coordination mechanism to handle the myriad interagency resources available to
respond to acts of terrorism.

Effective FEST operations require regular training exercises. Exercises enhance the readiness of the
FEST, USG agencies, U.S. embassies, and host governments to respond to an international
counterterrorism-related crisis and provide a unique opportunity to develop and validate new operations-
related counterterrorism policy. As a result, the Department and the FEST coordinate and will participate
during 2004 in two Combatant Commanders’ National- and International-level counterterrorism exercises
and the Chairman of the Joint Chiefs of Staff (CJCS) sponsored a no-notice counterterrorism exercise.

Preventing and responding to terrorism also includes measures to develop technological solutions to
specific  counterterrorism  problems and
needs. Terrorist operations continue to grow

Example of an FY 2002 Achievement

in technical sophistication and lethality as
terrorist groups exploit the Internet, acquire
and utilize commercially available technology,
and conduct cooperative training activities. In
order to bolster the USG capacity to counter
the growing threat, the Department will
continue to lead the interagency Technical
Support Working Group (TSWG), which
conducts technology development in order to
effectively combat advances in terrorists’
methods. In 2004, the TSWG will conduct
rapid prototyping and development of
counterterrorism technologies for chemical,
biological, radiological, and nuclear
countermeasures; explosives detection and
improvised device defeat;

Technical Support Working Group (TSWG

Blast mitigation  countermeasures and techniques
developed by the Department-led TSWG and deployed in
the Pentagon saved the lives of many Pentagon workers in
offices surrounding the hijacked airplane’s point of impact
on September 11, 2001. The TSWG had been developing
and fielding equipment and techniques to secure structures
against the effects of large explosive blasts, including
retrofits to reinforce concrete columns and prevent
progressive building collapse, and materials designed to
prevent the implosion of windows. When the 9/11 hijackers
crashed a plane into the recently-retrofitted, west side of
the Pentagon, neither the building columns nor the
windows adjacent to the point of impact on either side
collapsed or imploded even though damage at the
immediate point of impact was complete.

infrastructure protection;
operations support; and tactical operations support.

physical security; surveillance, collection and
In addition, the Department will continue its joint

counterterrorism R&D projects with the United Kingdom, Canada, and Israel to leverage funding and
capitalize on technology developments by foreign partners with advanced R&D programs.
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Summary: Indicators, Results, and Targets

Baseline Results Targets

2000 2001 2002 2003 2004

Indicator #1: Degree of Support for Combatant Commanders’ CT Exercise Programs and the
Chairman of the Joint Chiefs of Staff (CJCS) Sponsored, No-Notice CT Exercise.

FEST FEST participated in two | NO exercises scheduled | The FEST participates in | The FEST participates in
participated in | national- and becauge of Operation two of the Combatant two national- and

two of the international-level Enduring Freedom. Commanders’ national- | international-level
Combatant counterterrorist Co-chaired the CSG and international-level counterterrorist exercises
Commanders’ | exercises and the Exercise Sub-Group and | counterterrorist and the CJCS-sponsored,
national- and CJCS-sponsored, no- developed the next 18 exercises, the CJCS no- | no-notice counterterrorist
international- notice counterterrorist month, national- and notice exercise, and the | exercise.

level exercise. international-Level National Level Top

counterterroris exercise schedule. Officials (TOPOFF)

t exercises. Exercise.

Finalized Exercise Sub-

Group’s Operating

Charter.

Indicator #2: Degree to Which Currently-Funded Technical Support Working Group (TSWG)

Research Projects are Completed On-Time and Within Budget and the Degree to Which the
Number of Projects Accepted is Increased. (New Indicator)

N/A N/A Baseline: Seventy-five percent of Seventy-five percent of
Seventy-five percent of currently funded currently funded research
currently funded research projects projects completed on time

completed on time and and within budget.

research projects
completed on time and Five percent increase in the
within budget. Five percent increase in number of research projects
the number of research accepted.

projects accepted.

within budget.

Means and Strategies by Target

The FEST participates in two national- and international-level counterterrorism exercises and the
CJCS-sponsored, no-notice counterterrorism exercise.
o Work closely with the Department of Defense and other USG agencies to develop an exercise
scenario that reflects the current counterterrorism threat environment and ensure that it meets
USG counterterrorism training requirements.
o Liaise with U.S. embassy country teams and host nation officials to garner the will of other nations
to participate; later, coordinate their participation in the exercises.
¢ Participate in a year-long series of planning conferences to ensure that exercise planning/
preparation are on course and address any diplomatic/ political issues associated with the
exercises.
o Ensure that adequate staff are assigned to each exercise.

Complete 75 percent of currently funded TSWG research projects on time and within budget;
increase the number of projects accepted by 5 percent.

¢ Obtain adequate funding.

o Work closely with Department of Defense co-chairs of the TSWG and interagency partners in
order to identify the requirements of the counterterrorism community; present those requirements
to industry, academia, and federal sources to bid project proposals; and evaluate proposals.

e Prioritize proposals that are deemed acceptable and allocate funding accordingly.

e Utilize cooperative R&D agreements with the United Kingdom, Canada, and Israel to leverage
funding contributions.
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Summary: Verification/Validation and Crosscutting Activities

Performance | Coalition partners identify, deter, apprehend, and prosecute
Goal 1 | terrorists.
Verification and | ¢ The Department’s Office of the Coordinator for Counterterrorism (S/CT)
Validation conducts program reviews of all bilateral and multilateral consultations to

ensure that they occur, assess the accomplishments of the consultations,
and review the status of the program.

The ATA program produces an annual report to Congress that details the
accomplishments of the program. In order to ensure that training is having
its intended effect, ATA conducts program reviews using course-specific
evaluations to assess the unit’s skills in the areas for which it was trained.
The UN CTC receives and reviews all reports submitted by member states
detailing the states’ efforts to implement UNSCR 1373. The U.S. Mission
to the UN summarizes the reports in a reporting cable.

Crosscutting
Activities

In coordinating bilateral and multilateral consultations with foreign partners
the Department coordinates with representatives from other USG
agencies, including the Departments of Defense, Justice, and Treasury;
the FBI; the CIA; and the NSC, to ensure that appropriate experts are
present valuable information exchanges occur.

ATA training is coordinated with other USG agencies through the
interagency Training and Assistance Sub-Group, which includes
representatives from the FBI and the Departments of Defense, Treasury,
and Justice.

Performance
Goal 2

U.S. and foreign governments actively combat terrorist
financing.

Verification and
Validation

EB monitors the number of names designated under E.O. 13224; EB and
IO monitor the number of names submitted to the UN 1267 Sanctions
Committee; and EB and IO monitor the number of foreign countries
submitting names to the Sanctions Committee.

S/CT conducts program reviews to ensure the status of the FTO list
timeliness of the designation.

The financial systems assessment team that conducts the assessment
and the service providers that conduct training and/or provide technical
assistance produce After Action Reports. S/CT conducts program reviews
to review the status of the counterterrorism finance training and technical
assistance program.

Crosscutting
Activities

The Department designates names under E.O. 13224 in conjunction with
the Departments of Justice, the Treasury and Homeland Security. The
Department of the Treasury designated certain names under E.O. 13224
in conjunction with the Departments of State, Justice and Homeland
Security.

The Department submits names to the UN 1267 Sanctions Committee
following thorough interagency coordination and consultation.

The Department designates FTOs in conjunction with the Departments of
Justice and Treasury.

In order to counter terrorist financing, the Department works with other
USG agencies such as the Departments of Justice, Treasury and
Homeland Security; the FBI, and CIA.
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Performance
Goal 3

Coordinated international prevention and response to
terrorism, including bioterrorism

Verification and
Validation

The Counterterrorism Security Group’s Exercise Sub-Group will track the
progress of both the domestic and international counterterrorism exercise
program. The International Counterterrorism Guidelines, signed by the
National Security Advisor in January 2001, provides guidance and
instructions on carrying-out international counterterrorism response.
TSWG produces an annual report that assesses the status of current
research projects and the ability to accept new projects.

Crosscutting
Activities

In providing support to the Combat Commanders’ counterterrorism
exercises, the Department coordinates primarily with the FBI, CIA, and the
Departments of Defense and Energy.

The TSWG works with numerous USG agencies including the
Departments of Defense, Justice, Treasury, Agriculture, Commerce,
Health and Human Services, Energy, and Transportation; the CIA; FEMA;
the FBI; and EPA.
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SECURE THE HOMELAND BY STRENGTHENING ARRANGEMENTS THAT GOVERN THE FLOWS OF
PeEoPLE, GOODS, AND SERVICES BETWEEN THE UNITED STATES AND THE REST OF THE
WORLD

Public Benefit

The events of 9/11 proved how susceptible the United States and its allies are to those who would do them
harm. The Department, together with the newly established Department of Homeland Security (DHS) and
other USG agencies, is addressing U.S vulnerabilities to terrorist attacks within the United States. The
strengthening of U.S. physical and cyber borders against people who threaten U.S. security requires the
security of the global networks of commerce, travel, and communications that enable the vital free flow of
bona fide travelers and goods. At the same time, the Department is combating the ability of terrorists to
travel, finance their activities, plan and conduct attacks, and recruit and train new adherents.

The United States cannot protect its borders unless it works closely with its neighbors - Canada, Mexico,
and the nations of the Caribbean - as well as America’s friends and allies around the world. Shared
elements of physical infrastructure require coordination for effective protection. The cyber system is global
and therefore requires a global response. Bilateral and multilateral responses to terrorism must create a
global network that can prevent terrorists and their tools from reaching America’s borders.

The Department remains committed to the protection of America’s people, institutions, land, economy, and
infrastructure, as well as that of America’s allies.

Performance Goal 1
DENIAL OF ViIsAs To FOREIGN CITIZENS WHO WoULD ABUSE OR THREATEN THE UNITED
STATES, WHILE FACILITATING ENTRY OF LEGITIMATE APPLICANTS

Summary: Projected FY 2004 Performance

The Department seeks to use the visa process and to deny entry to travelers who pose a national security
threat. More effective information sharing and more careful screening of applicants, will result in improved
national security measures that both protect U.S. border

security and promote legitimate international travel. Since
the events of 9/11, the Department has been engaged
with other USG agencies in an extensive and ongoing
review of visa-issuing practices as they relate to the
security of U.S. borders and the United State itself.

The deployment of standardized consular systems and
other changes such as improved communications
infrastructure have made it more practical to have
standard practices worldwide. The interests of homeland
security now make standard practices absolutely
essential. In 2003, the Department initiated a series of
consular standard operating procedures (SOPs) — formal,

Example of an FY 2002 Achievement

Visa Denials

The Department recommended that forty
aliens, several of whom sought to conduct
cutting-edge medical research in the United
States, be found ineligible for visas under INA
section 212(a)(3)(A) due to technology
transfer concerns. The interviewing consular
officers developed information linking the
applicants to foreign institutions known to be
developing biological or chemical weapons,
thereby preventing them from entering the
United States.

documented procedures that will provide repeatable, consistent and predictable results. By documenting
uniform, standard aspects of consular operations, we will improve overall security and the integrity of the
visa process. Carefully following SOPs will also provide consular officers with assurance that they have
done things right and in accordance with Department policy. Some SOPs will be useful summaries of
existing guidance; others will establish new procedures.
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The initial SOPs addressed student and exchange visitor visa processing, security advisory opinion
procedures, and cases requiring non-security advisory opinions. Outreach will be crucial in explaining the
changed procedures to governments and visa applicants abroad. The Department is committed to
ensuring that consular officers have the tools needed to meet today’s challenges, from language and
consular training to technical resources. Since the events of 9/11, the Department has made numerous
changes and additions to the Foreign Service Institute's consular training courses to improve interviewing
techniques, name checking, and accountability. More changes are planned regarding counter-terrorism
and security issues. As a result of these efforts, by the end of FY 2004, consular officers will be better
equipped to face the challenge of identifying visa applicants who could pose a threat to U.S. security and
the visa process should be more transparent and predictable for the average visa applicant who poses no
danger.

The Department is participating in the development and implementation of the National Security Entry-Exit
System (NSEERS), an integrated entry and exit data system for ports of entry (POES), required by the
Immigration and Naturalization Service (INS) Data Management Improvement Act of 2000 (PL 106-215)
and section 302 of the Enhanced Border Security and Visa Entry Reform Act. The Department will work to
implement the Entry-Exit Project Charter, drafted jointly with the Department of Homeland Security (DHS)
and the Department of Transportation, which will lead to an automated system to record the arrivals,
departures, and related activities (extension of stay, adjustment of status, application for employment
authorization, etc.) of foreigners in the United States. In addition to providing the USG with better tools to
record and monitor the entry of aliens into the United States, this exit-entry system will provide a means of
continual review and validation of visa issuance procedures.

At the same time, the Department is enhancing its database systems, including the Consular Consolidated
Database (CCD) of all U.S. visa applications, to monitor visa issuance more effectively. The Consular
Lookout and Support System (CLASS) is the centerpiece of the consular border security program. It is on-
line for all U.S. consular operations overseas and now contains

over 13 million visa lookouts on individuals of concern to the U.S. Performance Trend: FY 2000 — FY 2004
law enforcement and intelligence communities, records of Number of Other USG Agencies With
inadmissible aliens, and data on lost and stolen passports. Access to CCD Database

TIPOFF, a database of suspected foreign terrorists, incorporates 8 -

all-source diplomatic, law enforcement, and intelligence reporting [ Target 6
data, and feeds into CLASS and other USG watchlists. Both 6

CLASS and TIPOFF have grown extensively, more than doubling Il Result 4

since the events of 9/11, when total visa lookouts numbered
approximately 5.7 million. Additional resources and, where
appropriate, a reevaluation of processes and software systems
will be required to handle the dramatically increased workload.
The border security act requires an interagency, interoperable 0 2000 2001 2002 2003 2004
electronic bio-data lookout system that will contain information

relevant to visa determinations. The Department is committed to

continued support of both CLASS and TIPOFF and will address

both systems and bureaucratic issues involved in ensuring that these tools contain all possible name-
retrievable threat information available within the USG to enhance the monitoring of those who enter the
United States.

The Department is also working on the technical improvement of its processes and systems and is
deploying the hardware and software necessary to scan records and capture documents digitally. This
effort will replace paper files with digitized image storage and retrieval and improve real-time access to
information resulting in higher quality decisions by adjudicating consular officers. These efforts are also
needed to comply with recent legislative requirements for lengthier storage of visa applications. In addition
to meeting this legislative mandate, this imaging strategy positions the Department to share an even
broader range of documents and data with interested USG agencies to promote intelligence coordination
and threat assessment.
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Along with DHS and other USG agencies, the Department is working on a number of programs with
Canada and Mexico as part of the 30-point U.S.-Canada Smart Border Action Plan and 22-point U.S.-
Mexico Border Partnership. The Department is working on agreements that would permit the sharing of
Advance Passenger Information/Passenger Name Records for airline passengers entering the United
States, Canada, or Mexico. The Department is also working with both of these countries to expand
frequent travelers programs (NEXUS with Canada, SENTRI with Mexico) to allow faster crossings for bona
fide travelers. These programs will increase security, facilitate law enforcement screening of illegal or
dangerous movements, aid trade and tourism, and address Canadian and Mexican concerns.

The Department will confront a major challenge in establishing processes to collect biometrics from
overseas visa applicants. The existing Border Crossing Card (BCC) program in Mexico has provided
valuable experience in this area. The BCC program already processes more than 2 million visa applicants
each year, collecting index finger fingerprints and digital photographs. Implementation of a worldwide
biometric enrollment program will require considerable software development and a phased deployment
over the next several years. The Department will apply the lessons learned from the BCC project and will
rely upon a public-private partnership, featuring on-site management by its personnel to help ensure the
integrity of the system.

Under the “Third Border Initiative” for the Caribbean region, the Department will enhance the policy and
legislative frameworks of regional governments to improve the management and control of migration, as
well as enhance the operational capacities of Caribbean countries to inspect travelers, their documents,
and possessions.

The Department is currently developing a comprehensive regional plan to address security issues,
including the exchange of information about legitimate travelers and undocumented migrants from third
countries, to facilitate the flow of these bona fide visitors, and to detect and deter potential threats to U.S.
and regional security. The Department’s Bureau of International Narcotics and Law Enforcement Affairs
(INL) is funding a $2.2-million project to improve Jamaica’s migration management process and establish
an automated lookout system at its major international ports of entry. INL is also developing potential
programs for more secure machine-readable passports for Central American countries.

Finally, the Department along with the Department of Justice and other USG agencies, will create an

interagency Migrant Smuggling and Trafficking in Persons Coordination Center to improve operations
against organized criminal efforts to bring persons into the United States illegally.

Summary: Indicators, Results, and Targets

Baseline Results Targets

2000 2001 2002 2003 2004

Indicator #1: Number of Other Agencies With Access to the
Consular Consolidated Database (CCD).
0 0 1 4 6

Indicator #2: Percentage of Files Stored Electronically in Accordance With the Requirements of
Enhanced Border Security and Visa Entry Reform Act (PL 107-173).

0 0 All paper files were Retention of paper files Electronic retention of all
retained. Preparations continues. Begin to applications in cases of
for electronic storage phase in electronic concern. Transfer of
began. storage. Start back- archives to electronic media
scanning files on of all serious refusal files

ineligible applicants and and 40 percent of other
begin scanning of select | archival material.
applications.
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Baseline Results Targets
2000 2001 2002 2003 2004
Indicator #3: Development of a Biometrics Collection Program for U.S. Visas.
Biometric Biometric BCC program Biometric BCC program Biometric‘BCC program Continue implementation of
indicators continued. Facial continued. Production of | and practical application [ piometric collection program
(photo and recognition technology BCCs at U.S. Embassy | of FR technology at forty posts.
two was used to disqualify in Mexico supplemented | continue. Working with
fingerprints) duplicate entries in BCC production by INS D_HS an_d NIST, seta
were included | Diversity Visa lottery. in periods of great biometrics-based
in demand. Use of facial standard for the
nonimmigrant recognition (FR) documentation of the
Border technology expanded. Vvisa process.
Crossing Card Development work
(BCC). All begins on worldwide
posts in biometrics collection.
Mexico
collected
biometric
indicators
from
applicants,
both on- and
off-site, and
transmitted
data
electronically
to INS.

Indicator #4: Passenger Manifest Requirements.

Voluntary Passenger manifest The Department Program extended to The Department will
program to information taken from assisted foreign carriers, | land, rail and ferry continue to assist foreign
provide USCS | visas and passports particularly air carriers to | passenger manifests. carriers and public
and INS with made mandatory by meet the high DHS upgrades software | authorities in the
passenger U.S. Customs Service performance acceptance capability to | implementation of these
information. (USCS). requirements of 97 include required programs, which will be tied
percent accuracy. passenger information. to the Entry-Exit program to
Program expanded to The Department works track visitors to the United
cruise vessels. with foreigners and States. Entry-Exit will be
foreign governments to established at all airport
harmonize legal entry points; land borders
requirements for will have implementation
electronic data. programs on a trial basis.

Reach PNR access
agreement with the EU.

Means and Strategies by Target

Access by six other agencies to CCD
e The Department is negotiating MOUs with law enforcement and intelligence agencies to
standardize and institutionalize this exchange of data. Systems development and formal database
interface documents are developed in each case.

Retain all current applications electronically; continue the transfer of archives to electronic media.
e Software and hardware to support the scanning and indexing of visa documents developed and
sent to all posts. Given resource implications of global scanning, the Department’s Bureau of
Consular Affairs (CA) identifies most critical supporting documents first. CA envisions capturing
serious refusal information, followed by applications in cases requiring special screening, visa
referral cases, other refusals and, eventually if the benefit can be shown, all visa applications.
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Have operational biometrics collection programs at forty posts.

e Based upon decisions to be made by the USG interagency community, CA will play a role in
developing software, deploying software and hardware to the first tranche of collection posts, and
designing and implementing new procedures to allow secure and efficient collection of biometric
information.

Expand Electronic Passenger Manifest Systems
e The Advanced Passenger Information/Passenger Name Record (API-PNR) program with Canada
was in place in early 2003. The associated program with Mexico is being partially supported under
the $25-million U.S./Mexico Border Partnership, directed by INL. The Mexican Government will
implement an API by the end of 2003. By 2004, fifty U.S. and foreign carriers will be participating
in the program.
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Performance Goal 2
IMPLEMENTED INTERNATIONAL AGREEMENTS STOP THE ENTRY OF MATERIALS THAT COULD
HARM THE UNITED STATES, WHILE ENSURING THE TRANSFER OF BONA FIDE MATERIALS.

Summary: Projected FY 2004 Performance

In conjunction with efforts to monitor the flow of visitors into the United States in order to target more
effectively those who are of concern, the Department is also working with DHS and other USG agencies to
strengthen the controls over goods that enter the United States. In line with the travelers programs, the
goal is to target those containers or other packages that are potentially harmful, thus preventing them from
entering the United States or its environs. With this in mind, the Department is working on initiatives to
improve border security with Canada, Mexico, and the Caribbean region. In addition, the Department is
working with all its allies to have better control over the global transportation of potentially harmful goods
and materials. The goal is to create a system that can stop harmful materials before they begin their
journey to the United States or its allies, and to create redundancies that provide multiple layers of
protection.

U.S.-Canada Smart Border Action Plan

In December 2001, the United States and Canada signed the 30-point Smart Border Accord to improve
security along the common border while facilitating the legitimate flow of goods and people. lIts four goals
are the secure flow of people, the secure flow of goods, secure infrastructure, and enhanced information
sharing. Other areas of activity include biosecurity and science and technology. The long-term goal of the
accord is to create a more secure and efficient border with Canada and greater U.S. and Canadian
coordination on information sharing, visa policies, border infrastructure, and critical infrastructure
protection, in order to protect both nations better. Over the past year the Department has worked closely
with DHS to implement this accord. There has been substantial progress in making the U.S.-Canadian
border safer and more efficient. The Department has concluded agreements on information and fingerprint
sharing, coordinated expansion of overseas personnel, and expanded programs for movement of known
travelers and goods. Efforts in the area of transfer of goods include the exchange of customs officers with
Canada to help screen incoming container shipments. Several information-sharing agreements and an air
pre-clearance agreement are nearing conclusion.

Along with the expansion of the NEXUS frequent travelers program (see Performance Goal 1), the
Department is augmenting the Free and Secure Trade (FAST) Program to improve the security of cross-
border shipments while speeding the movement of truck traffic. Integrated Border Enforcement Teams
(IBETs) are coordinating enforcement efforts that will result in greater efficiency and coherency, and more
effective protection.

U.S.-Mexico Border Partnership

The U.S.-Mexico Border Partnership, signed in March 2002, commits the United States and Mexico to
implement border policies that embrace technology and enhance bilateral cooperation to ensure safe,
humane, efficient, and modernized management of the border. The Border Partnership action plan
focuses on infrastructure development at POEs, the secure flow of people (one million crossings/day, and
the secure flow of goods ($233 billion in trade in 2001). The plan calls for the use of infrastructure to
diminish delays and facilitate the movement of goods and people. Under the plan, goods will be subjected
to non-intrusive inspection systems at POEs. Portable x-ray machines will screen vehicles and help detect
smuggling. Additionally, various security devices to combat smuggling are being tested. INL is providing
$25 million in FY 2002 Terrorism Supplemental Appropriation international law enforcement assistance to
Mexico to help Mexican authorities better carry out their responsibilities in support of the Border
Partnership. The Department is seeking future-year funding to continue this assistance. Once fully
operational, the Partnership will result in increased security and improved efficiency demonstrating that
these goals are not exclusive but rather mutually obtainable.
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INL's Mexico Border Security assistance program will enable U.S. and Mexican law enforcement
authorities to focus more effectively on screening out illegal or dangerous movements of people and goods
as bona fide commerce and travel flow more efficiently.

Third Border Initiative
The Third Border Initiative (TBI) is an ongoing, broad-based effort to channel USG assistance to meet key
challenges in the Caribbean region. In the border security area in FY 2002, TBI began funding of
$900,000 to help Caribbean airports bring their safety and security enforcement and regulations up to FAA
and ICAO standards. INL is also implementing the migration management assistance program detailed in
Performance Goal 1.

Container Security Initiative

In 2002, the Department participated in an interagency group that worked to implement the Container
Security Initiative (CSI) at the world's twenty largest ports and have foreign carriers submit full passenger
and cargo manifest information electronically. By 2004, law enforcement agencies will be able to use
digital information for pre-boarding screening and post-arrival tracking of people and goods.

Summary: Indicators, Results, and Targets

Baseline Results Targets
2000 2001 2002 2003 2004
Indicator #1: Achievement of the Border Security Initiatives

N/A Baseline: The 30-point Canadian Delivery begins on U.S. Mexican law enforcement
Dialogue started with the plan and the 22-point support to Mexican law and equipment will be
Canadian Government Mexican plan were enforcement in non- significantly upgraded to
to work together on launched. intrusive inspection assist in screening
border issues systems, safety and potentially illegal or

' search and rescue dangerous movements of

training and equipment, goods and persons to the
border port management | United States. This will

tools, Advanced include increased SENTRI
Passenger Information, access and Non-Intrusive
and facilitating Mexican Inspection Equipment (NIIE)
access to the U.S. being installed along road
SENTRI system and and track crossings into the
related programs. United States. Assess
Under the 30-point needs for further

Canadian program, the improvements.

API/PNR program is In Canada, frequent traveler
underway and is fullyin | (NEXUS) and frequent
place by early 2003. shipper (FAST) programs

are in place at all major
border crossings;
information sharing
agreements are fully
implemented; visa
coordination plans ongoing;
plans are developed for
infrastructure improvements,
joint facilities and critical
infrastructure protection.

Indicator #2: Participation in the Container Security Initiative (CSlI)

N/A N/A Baseline: Expand program to six All major ports that ship to
: remaining top twenty the United States will
tﬁﬂgti?egfsﬁgi gjstl)'n Nine ports and to cover 98 participate in the CSI
’ percent of EU program.

encompassing fourteen
of the initial twenty
megaports.

shipments. Expand
program worldwide.
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Baseline Results Targets
2000 2001 2002 2003 2004
Indicator #3: Cargo Manifest requirements.
Paper USCS began electronic USCS expanded CBP (formerly USCS) CBP continues
manifests sent | manifest programs with electronic manifesting to | requires air, sea, land, implementation and
to United U.S. exporters. Canadian and Mexican and rail freight to be screening. The Department
States borders to speed manifested electronically | works with overseas
Customs clearance. and sent to BCPB operators to create a
Service before departure. The seamless and safe door-to-
(USCS) Department works with door delivery system. Air
sometimes foreign carriers and cargo manifest screening
arriving a industries to produce will be in place at all ports of
month after viable final regulations. departure overseas. Sea
being sent. and land freight trial

screening programs will be
in place at POEs.

Means and Strategies by Target

Screen cargo bound for the United States before departure.
e Have declarations of principles signed for containerized freight. By regulation, screen all other
cargo and visitors before they enter the United States.

¢ All information on passengers and freight will be transmitted and stored electronically so that it can

be organized and sent to the appropriate agencies.

Coordinate rules and legislation internationally to achieve the highest standards of comprehensive
security for the transportation of goods.
e Introduce upgraded border security goals through international organizations such as the UN,

International Civil Aviation Organization, the World Customs Organization, the International
Maritime Organization, the G-8, OAS, and APEC where the United States can provide leadership
and garner support for transportation security.
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Performance Goal 3
PROTECTION OF CRITICAL PHYSICAL AND CYBER INFRASTRUCTURE NETWORKS THROUGH
AGREEMENTS AND ENHANCED COOPERATION

Summary: Projected FY 2004 Performance

The smooth operation of national infrastructures — such as energy generation and distribution networks,
financial networks, telecommunications networks, dams/waterways, and transportation networks — is a
critical aspect of U.S. national strength. The information systems that support these infrastructures are
interconnected domestically and internationally, creating complex interdependencies and shared
vulnerabilities. Furthermore, the United States shares with Canada and Mexico the responsibility for many
of its cross-border physical infrastructure assets. The Department, through bilateral discussions with close
allies and with other countries in multilateral fora, will continue to advocate cooperative international
actions to enhance physical and cyber security. By 2004, the Department’s efforts will have significantly
strengthened the protection of shared — and, by extension, U.S. — critical infrastructure.

The Department will raise concerns about infrastructural security concerns with a broader international
audience by working through regional fora, such as the Organization of American States (OAS), the
Organization for Economic Cooperation and Development (OECD), and the Asia-Pacific Economic
Cooperation (APEC) Forum, as well as bilaterally and through regional groupings in Eastern Europe and
the Middle East. The United States will continue to push for the adoption of concrete action plans to
reduce the risk to critical infrastructure. Where possible, the United States will support education and
training activities related to key themes such as modernizing legal frameworks, enforcing laws, creating
incident response capabilities, and developing public-private partnerships. With close U.S. allies,
particularly Canada and Mexico, the Department will continue to foster cooperative relationships and
common solutions to secure shared critical infrastructure vulnerabilities, thereby ensuring a more robust
North American infrastructure.

Efforts to prevent attacks on critical infrastructure must be reinforced by their effective criminalization and
prosecution. In particular, in many countries existing legal frameworks are an insufficient basis for
prosecution of cyber attacks. Through multilateral and bilateral outreach, the Department will help nations
develop and modernize domestic legislation and strengthen trans-border law enforcement cooperation by
encouraging nations to develop appropriate standards to permit successful investigation and prosecution
of cybercrime, and by providing technical assistance to implement the rules. The Department supports the
Council of Europe (COE) Cybercrime Convention as a model for legal frameworks and trans-border law
enforcement cooperation, and as such supports its speedy activation. Once in force, the Department will
seek to encourage accession to the convention by non-COE nations.
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Summary: Indicators, Results, and Targets

Baseline Results Targets

2000 2001 2002 2003 2004

Indicator #1: Number of Multilateral Fora With Critical Infrastructure Protection Action Plans
(New Indicator)

N/A N/A N/A N/A 3

Means and Strategies by Target

Multilateral fora have critical infrastructure protection action plans.
o Develop multilateral outreach program materials/tools for dissemination to a wide audience.
e Plan and secure funding for annual multilateral workshops or training devoted to critical
infrastructure protection issues.
o Implement the critical infrastructure protection action plans developed with Canada and Mexico
under the Smart Border Agreements.

Summary: Verification/Validation and Crosscutting Activities

Performance Denial of visas to foreign citizens who would abuse or
Goal 1 threaten the U.S., while facilitating entry of legitimate
applicants.

Verification and | Data on visa applications, issuance, and refusals, including the number of
Validation | @rplicants screened by the border security officials and subsequent denials

based on national security grounds. The same data will be used to evaluate

the efficacy of special clearance procedures.

Crosscutting Risk assessment and analysis are activities that involve coordination across

Activities | the breadth of the law enforcement and intelligence communities.

B Implemented international agreements stop the entry of
Goal 2 goods that could harm the United States, while ensuring the
transfer of bona fide materials.

Verification and | The Department will monitor negotiations for CSI agreements and
Validation | implementation of CSl targeting of high-risk containers and freight.

Crosscutting | The Department will work with DHS, other USG agencies, and industry to
Activities | Promote cargo security programs.

Performance | Protection of critical physical and cyber infrastructure
Goal 3 | networks through agreements and enhanced cooperation.
Verification and | The Department will collect and analyze data on multilateral efforts. The
Validation number of multilateral fora with concrete action plans is indicative of

international awareness and activity on this issue and will foster a cooperative
efforts by member states.
Crosscutting | The Department will seek policy input and program support from USG

Activities agencies with specific public sector responsibilities and will cooperate with
U.S. private sector representatives in order to advance international public-
private partnerships.
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AVERT AND RESOLVE LOCAL AND REGIONAL CONFLICTS TO PRESERVE PEACE AND MINIMIZE
HARM TO THE NATIONAL INTERESTS OF THE UNITED STATES

Public Benefit

The United States must provide for the safety of Americans at home and abroad, protect against threats to
its interests worldwide, and honor commitments to its allies and friends. The activities of the Department
are among the most cost-effective instruments for enhancing and ensuring regional stability. Through
diplomacy and capacity building efforts, the United States builds and strengthens relations with neighbors
and allies worldwide by shaping regional environments and by informing international publics in ways that
can prevent, contain, or resolve conflicts, and foster cooperative efforts. In the same way, the Department
also advances U.S. national security interests through the resolution of regional instability, so that all
Americans, at home and abroad, are safe from violence. The Department achieves these regional stability
objectives by focusing on two main performance goals.

Performance Goal 1
CLOSE, STRONG, AND EFFECTIVE U.S. TIES WITH ALLIES, FRIENDS, PARTNERS, AND
REGIONAL ORGANIZATIONS

Summary: Projected FY 2004 Performance

Close and stable ties with key allies emphasize U.S. global partnerships and contribute to security for
traveling Americans. A deepening relationship with Russia in bilateral and multilateral fora has provided
and will provide a venue to discuss Eurasian security

issues such as counterterrorism, nonproliferation,

. . ) Example of an FY 2002 Achievement
border security, and human rights. The North Atlantic

Treaty Organization (NATO) continues to be America’s
strongest and most important partnership. Security
relationships in both East Asia and the Middle East
also contribute to more effective security for U.S.
national interests worldwide. The Department
continues and will continue to maintain strong relations
with Canada and Mexico and international partnerships
with key organizations such as the European Union
(EU) and the Organization of American States (OAS).
The Organization for Security and Cooperation in
Europe (OSCE) provides the United States with a
platform to advance the safety of its citizens and the
security of its friends and key allies worldwide.

In the wake of the events of 9/11, the Department has
secured bilateral agreements that enable U.S. forces to
initiate combat operations under Operation Enduring
Freedom. Since then, the Department has continued
efforts to negotiate Status of Forces Agreements

Supportive Bilateral Agreements
In the wake of the events of 9/11, the

Department dispatched teams to negotiate and
conclude a number of vital basing agreements and
SOFAs to support U.S. national interests in
general and ongoing and potential military
operations in particular. As part of this effort, the
Department finalized agreements with allies in
Central Asia that enabled U.S. Forces to deploy to
unprecedented locations in support of Operation
Enduring Freedom. The Department was also
able to conclude several complex SOFAs and
basing, defense cooperation, and transit
agreements in support of the war on terrorism.
These agreements facilitate joint military
operations and maintain global stability by
ensuring close, strong, and effective ties with our
allies. These mutually beneficial agreements have
led to an estimated $8.1 billion in annual savings
to the United States through cost sharing
contributions from our global allies.

(SOFAs), basing, and overflight/landing agreements overseas in anticipation of possible follow-on phases
of the global war on terrorism. These efforts will continue.

The Department also leads a USG working group that seeks bilateral agreements to ensure that members

of the U.S. armed forces and USG officials are not subject to prosecution by the International Criminal
Court (ICC).
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The Department will continue to strengthen existing security relationships with key allies. The Department
will continue to improve the U.S.-South Korean security alliance by consulting closely on new issues such
as the future of the Alliance initiative and improvement of the SOFA and the Land Partnership Plan, and
will work with NATO allies to strengthen transatlantic defense capabilities.

The Department will work with Russia to dispose of excess Russian weapons plutonium, dismantle
warheads, and use U.S. assistance programs to retrain Russian nuclear scientists. The Department will
also work with the Newly Independent States (NIS) to ensure they have effective export controls that meet
In cooperation with European and East Asian allies, as well as
China, the Department will work to prevent Iran from acquiring the foreign technology needed for nuclear
weapons programs.

internationally recognized standards.

By means of public diplomacy, the Department will explain U.S. national security policies and encourage
nations to support and cooperate with U.S. efforts to secure peace; deter aggression; and prevent, defuse,
and manage crises.

Summary: Indicators, Results, and Targets
Baseline Results Targets
2000 2001 2002 2003 2004

Indicator #1: Status of Transatlantic Security Relationships.

Allies revised
Transatlantic
Framework for
Strategic
Concept,
European
Security and
Defense
Initiative
(ESDI)
elements, and
Open Door
Policy.

Membership
Action Plan
(MAP)
launched.

NATO-Russia
relationship
expanded
beyond
Stabilization
Force (SFOR)
and Kosovo
Force
(KFOR).

Minimal progress on the
Defense Capabilities
Initiative, protracted
discussion on NATO-EU
arrangements.

Redefined European
Security and Defense
Program (ESDP) goals.

Expansion of NATO ties
to Partner States.
Significant progress on
MAP.

Europeans made
pledges at Prague to
improve their
capabilities. Seven new
members invited at
Prague. Berlin Plus
would have allowed the
EU to borrow NATO
assets and capabilities
for European-led
operations, but was not
agreed upon.

Allied Heads of State
and Government
committed at Prague to
enhance military
capabilities by filling key
shortfalls through the
New Capabilities
Initiative. The initiative
will encourage pooling
and specialization,
introduce the NATO
Response force (NRF)
and reform NATO’s
Command Structure.
U.S. export controls with
key European allies
streamlined to promote
transatlantic defense
industrial integration.

NATO-Russia Council
(NRC) and 2002 work
plan established in May
2002.

Resolution of questions
regarding ESDP,
including participation of
non-EU countries.

Maintain NATO’s Open
Door policy through
MAP and other
engagement with
aspirants.

Continued progress on
the NRC to broaden
cooperation on specific
projects.

ESDP capable of
substantial operations.
Initial operating capability
of NRF.

Allies complete full
integration into NATO as
MAP cycle continues for
aspirants.

Progress on Partnership-
for-Peace (PfP) projects
tailored to needs of
individual partners.
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Complete Joint U.S.-
South Korean Study of
Preliminary Military
Confidence Building
Measures (CBMs) and
Arms Control Measures.

Complete Phase | of
Joint Study on Future of

North Korea’s WMD.

Begin Phase Il of Joint
Study on Future of U.S.-
South Korean alliance.

Begin Joint Study of
Phase Il Military CBMs
and Arms Control
Measures.

North Korea’s WMD.

Complete Phase Il of
Joint Study on Future of
U.S.-South Korean
alliance.

Complete Joint Study of
Phase Il Military CBMs
and Arms Control

Baseline Results Targets
2000 2001 2002 2003 2004
Indicator #2: Status of U.S.-South Korean Relations.
N/A Baseline: Begin Joint Study of Complete Joint Study of | Complete Joint Study of

Phase Il Military CBMs
and Arms Control
Measures.

3egin Joint Study of
>hase IV Military CBMs
and Arms Control

U.S.-South Korean Measures.

; Vleasures.
alliance.

Begin Joint Study of
Phase Il Military CBMs
and Arms Control
Measures.

Means and Strategies by Target

ESDP is capable of substantial operations; NRF has initial operating capability.
e Through the increased coordination and integration of EU forces the USG will be able to enhance
ESDP operations.
e Promoting additional defense spending by European and NATO partners to increase ability to
operate jointly with U.S. forces will allow U.S. and NATO forces to respond more efficiently and
rapidly to international needs.

Allies complete full integration into NATO as MAP cycle continues for aspirants.
e Accession talks with new NATO members and progress on next round of MAP will help maintain
NATO's Open Door policy.
o Working with the U.S. Senate to ratify new member accession treaties will bolster membership
interest from those not currently on the accession track.

Tailor progress on PfP projects to the needs of individual partners.
e The Department will work toward continued progress on NRC to broaden and deepen cooperation
on specific problem resolution.
o Needs of PfP states can be met through military reform, improvements in military infrastructure,
and increased interoperability and standardization with NATO forces.

Complete Joint Study of Phase Ill Military CBMs and Arms Control Measures.
e Maintain a strong U.S.-South Korean alliance through cooperation with the South Korean
Government on contingency planning.
o Encourage greater interagency cooperation within the South Korean Government for joint planning
with the United States.

Begin Joint Study of Phase IV Military CBMs and Arms Control Measures.
e Maintain a strong U.S.-South Korea alliance through cooperation with the South Korean
Government on contingency planning.
o Encourage greater interagency cooperation within the South Korean Government for joint planning
with the United States.
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Performance Goal 2
EXISTING AND EMERGENT REGIONAL CONFLICTS ARE CONTAINED OR RESOLVED

Summary: Projected FY 2004 Performance

The United States plays a mediating role in several of the world’s most severe conflicts and will use its
position on the UN Security Council to engage the international community in the search for solutions to
crisis situations. U.S. representatives are currently involved in diplomatic activities that include Middle
East peace efforts, Cyprus talks, and regional stability in Southeast Europe. The Department continues to

support peace in Northern Ireland and also seeks
to encourage Korean reconciliation, peace on the
Korean peninsula, and greater stability in Northeast
Asia. The Department extends its diplomacy to
other conflicts affecting such areas as South Asia,
where it is pursuing regional nonproliferation
priorities and a reduction in tensions, and East
Africa, where transnational conflicts persist.

To combat the threat of terrorists who pose a major
challenge to regional stability in the Middle East,
Asia, Africa, and Latin America, the Department
works closely with friendly governments to build
and maintain the political will and institutional
capacity for fighting terrorism. The Department
coordinates and implements U.S. counterterrorism
capacity building overseas and has expanded and
refocused its training programs to address the
most critical issues.

Through International Military Education and
Training (IMET), Foreign Military Financing (FMF),
and Peacekeeping Operations (PKO) programs,
the United States is strengthening the
peacekeeping skills and abilities of various regional
partners. The United States trained and equipped
West African battalions under Operation Focus
Relief to enhance peacekeeping capacity in the
sub-region. Battalions from Nigeria and Ghana
contributed significantly to successful operations

Example of an FY 2002 Achievement

Afghanistan

The Department provided the leadership, resources
and expertise needed to implement the Bonn
Agreement, which guides Afghanistan’s efforts to
rebuild its institutions as well as restore stability,
security, and democracy. This effort began by
arranging a broad range of diplomatic support for
Operation Enduring Freedom through obtaining
military forces from nearly sixty countries and
negotiating airspace use, landing rights, and military
assistance from 136 countries. Neighboring countries
in Central Asia, such as Uzbekistan and Kazakhstan
that did not previously play a regional security role
joined in the effort to provide basing, troop support,
and other contributions critical to military operations.
The Department also provided intensive
reconstruction and humanitarian assistance in the
areas of food security; refugee assistance; education;
and human rights, judicial and constitutional
commissions. The Department, with its international
partners, also orchestrated the planned construction
of a national road system. The Department was
instrumental in formulating plans, obtaining donated
equipment, and working with the Department of
Defense to establish the new Afghan National Army
and in providing training to the Afghan National
Police. These were critical elements for preserving the
physical security necessary to allow other societal
institutions to take hold.

conducted by the UN peace mission in Sierra Leone (UNAMSIL).

The United States is also aware that other factors contribute to instability and threaten the very foundations
of peaceful and sustainable democracy. These include health crises, the illegal transport and dumping of
hazardous wastes, the illegal trade in toxic chemicals and pesticides, and illegal and corrupt exploitation of
natural resources. The United States has initiated new global public-private partnerships to fight infectious
disease, particularly HIV/AIDS. Working with the G-8 and other concerned countries, the United States
has embarked on a campaign to champion political commitment to address deforestation, including a
partnership with Indonesia, one of the leading concerned countries. The Department has brought together
other countries to discuss mutually beneficial approaches to the use of shared natural resources before
issues escalate into armed conflict.
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The Department will press India and Pakistan to resume a direct, high-level dialogue that can reduce
tensions and lead to peaceful resolution of disputes. In Africa, the Department will seek to encourage the
deployment of internationally sanctioned monitors to Sudan to solidify progress made towards peace.
Elsewhere in Africa and in other regions, the Department will continue to seek the resolution of ongoing
conflicts and the successful management and conclusion of UN and other multilateral peacekeeping
missions that leverage U.S. influence and resources. In the Andes, the Department will significantly
expand assistance to the Government of Colombia to regain national authority over much of the country
and assist Colombia’s neighbors as they prevent the expansion of terrorist violence and drug production.

Arms control agreements contribute to confidence, transparency, predictability, and stability, thus serving
as effective tools to prevent conflict. The Treaty on Conventional Armed Forces in Europe (CFE) plays a
key stabilizing role in the Eurasian and Transatlantic security structures and reinforces U.S. influence in
European security matters. A decision to seek ratification of its follow-on—the Adapted CFE Treaty, which
responds to new post-Cold War challenges—awaits Russian fulfillment of obligations to reduce Russian
forces in Georgia and Moldova. The Department has set the highest standards for implementation of the
CFE Treaty, the Vienna Document (confidence- and security-building measures [CSBMs]), and the Treaty
on Open Skies (reciprocal, unarmed observation flights) - especially their verification provisions.

Combating terrorist threats to regional stability will remain a critical priority; the Department will seek to
keep counterterrorism at the top of bilateral and multilateral agendas. The Department will work to ensure
that the UN presses its members to meet their obligations to fight terrorism and will engage regional
organizations such as the EU, OAS, and ASEAN to press member states for counterterrorism action and
coordination. The Department will expand capacity building programs such as the Anti-terrorism Training
and Assistance (ATA) Program, the Terrorist Interdiction Program (TIP), and policy engagement
workshops for senior officials. The Department will expand regional counterterrorism cooperation through
a greater number of regional conferences and anti-terror financial training. The Middle East Partnership
Initiative (MEPI) is also a critical element in the long-term war on terror through enhancing economic,
educational, and political opportunity, particularly for women and young people.

The Department will expand efforts to inform the international public about U.S. policy towards Iraq and
encourage public support for the U.S. goal of a broad-based representative Iragi Government committed to
the rule of law, protection of the rights of the Iraqgi people, and regional stability.

The Department intends to change the focus of the Enhanced International Peacekeeping Capabilities
(EIPC) program towards regional peacekeeping training centers. Because collaboration and cooperation
are the foundations of peacekeeping training, focusing on

regional training centers that bring nations together in common Performance Trend: FY 2000-FY 2004
cause will further the U.S. goal of maintaining regional stability. E(‘)’r’gg:g: rtci;‘i’“:tti::esi:";}zgés-‘ﬁa'”ed

In this vein, the Department will continue to engage the military L

forces of Western African countries in order to enhance 22
peacekeeping capabilities and ensure their positive 22 20
participation when responding to regional contingencies. The 18
adjacent chart shows that by the end of FY 2004, the 199 a7 [ Target
Depar’Fment h_opes .to have U.S.-trained forces from twenty-two 16. B Result
countries participating in PKOs.

13-

In Europe, U.S. security assistance will continue to support

countries undertaking military reforms and modernization 10-
necessary to promote regional stability, work toward the
integration and interoperability necessary to meet NATO
standards, and move toward accession to NATO. U.S. security
assistance also provides support for front-line states in Central Asia that have provided essential
assistance to the United States and coalition partners in the global war on terrorism, and that are critical to
the continued success of those efforts.

2001 2002 2003 2004
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Through economic and developmental assistance, the Department will support pro-Western reform-
minded governments and development of civilian-controlled professional militaries that are appropriately
sized, effectively trained, and capable of supporting border defense missions to ensure territorial integrity.
By leveraging complementary interests in the Balkans with security interests in other regions such as the
Caucasus and Central Asia, the Department will strive to achieve the broadest possible impact from U.S.
security assistance efforts.

The Department will continue to partner with African nations through the Economic Community of West
African States (ECOWAS) and the African Contingency Operations Training and Assistance (ACOTA)
program to provide assistance aimed at creating a sustainable capacity for conflict mitigation and peace
support operations. The Department will also assist the military forces of African countries in developing a
counterterrorism operations capability and in conducting peace support missions. The Department will
increase support for North and West African nations through its Pan-Sahel Initiative designed to establish
rapid-reaction units to address security threats along their borders. In South and Northeast Asia, the
Department will consult w