CHAPTER 1

i

SPECIAL AGENTS, SPECIAL THREATS
Creating the Office of the Chief Special Agent, 1914-1933

World War I created a diplomatic security crisis for the United States. Under Secretary of State Joseph C.
Grew afterwards would describe the era before the war as “diplomatic serenity — a fool’s paradise.” In retrospect,
Grew’s observation indicates more the degree to which World War I altered how U.S. officials perceived diplomatic
security than the actual state of pre-war security.! During the late nineteenth and early twentieth centuries, the
Department had developed an effective set of security measures; however, those measures were developed during a
long era of trans-Atlantic peace (there had been no major multi-national wars since Napoleon’s defeat at Waterloo
in 1814). Moreover, those measures were developed for a nation that was a regional power, not a world power
exercising influence in multiple parts of the world. World War I fundamentally altered international politics,
global economics, and diplomatic relations and thrust the United States onto the world stage as a key world
power. Consequently, U.S. policymakers and diplomats developed a profound sense of insecurity regarding the
content of U.S. Government information. The sharp contrast between the pre- and post-World War I eras led
U.S. diplomats like Grew to cast the pre-war era in near-idyllic, carefree terms, when in fact the Department had
developed several diplomatic security measures to counter acknowledged threats.

The Department’s growing anxiety about diplomatic security resulted more from its recognition that U.S.
communications, documents, and diplomats had become more alluring targets for intelligence and espionage by
rivals, not a loss of naiveté. This recognition stemmed from three changes to U.S. diplomacy. First, U.S. ofhcials
recognized that the United States had become a world power instead of just a strong regional power. Second, because
the United States was more extensively involved in world affairs, U.S. officials realized that they were generating
much more classified information than they had previously; moreover, information that they had previously deemed
unclassified now seemed “confidential.” Third, as a world power, the United States was expanding its diplomatic
representation across the globe, creating a greater need for improved communications and greater opportunities for
security breaches. This transformation was so extensive that it led some to assert mistakenly that diplomatic security

did not exist in the Department before World War I, or to underrate the Department’s pre-war security measures.>
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During the war, Department officials grew anxious about the threats to U.S. diplomacy. Espionage and
subversion were common, and nations did not always observe diplomatic immunities and privileges. To meet
this challenge, the Department created Special Agents, the Department’s first formal security officers. Led first
by Chief Special Agent Joseph M. “Bill” Nye, and afterwards by his successor Robert C. Bannerman, the Special
Agents built upon existing security measures and enabled the Department to undertake several new security
initiatives such as passport fraud investigations.

As the urgency of war faded into the peace of the 1920s, the Department followed competing impulses
regarding security. Still concerned about the diplomatic threats, Department officials wanted to retain, even enact
stricter security measures; yet, they also wanted to cut expenses and revert (somewhat nostalgically) to pre-war
practices. For example, the Department retained its war-time creations of Special Agents and couriers, but both
suffered extensive reductions during the 1920s. Despite the competing impulses, senior Department officials

generally pursued greater security efforts.

N\ A Crisis of Diplomatic Security /)

The diplomatic security crisis that the Department of State confronted with the onset of World War I
resulted from two inter-related but distinct sources: the belligerents’ lack of observance of customary diplomatic
immunities, and their aggressive espionage and sabotage efforts.®> German officials required that all outgoing
international telegrams and telephone calls (including diplomatic ones) be in German, and many outgoing
telegraphic messages were censored by German authorities.* Censorship of coded telegrams, however, was a global
phenomenon; British cable companies, as well as the South American Telegraph Company, refused to carry coded
messages. U.S. diplomatic pouches faced similar troubles. The First Secretary of the U.S. Legation in Belgium
had to cross enemy lines to go to Antwerp so he could communicate with Washington, and the U.S. Embassy in
St. Petersburg had to address its pouches to the U.S. Embassy in London because Russian authorities refused to
permit the transportation of pouches addressed directly to the Department of State. The U.S. Consul in Bremen
reported that German authorities were opening and inspecting all sealed envelopes at the border, forcing him to
ship his official correspondence to the U.S. Embassy in Berlin for safe transmittal to Washington.

In the first days of war, U.S. and other foreign diplomats in Germany feared for their personal safety.
Joseph C. Grew, who was Secretary of the U.S. Embassy in Berlin at that time, recalled that British, Russian,
French and neutral U.S. diplomats (the latter were mistaken for being British), were verbally threatened, spat upon,
and assaulted by German mobs, who targeted the diplomats of nations that had declared war and allied against
Germany. A “big and hostile crowd” of Germans broke the windows of the British Embassy in Berlin and then
kept a threatening vigil outside the Embassy. German mobs also attacked trains carrying foreign diplomats, forcing
some diplomats to travel with the curtains drawn to avoid detection and shootings. When American diplomats

were harassed, the Kaiser and other senior German officials made significant efforts to demonstrate German-U.S.
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friendship in an effort to prevent further attacks
on U.S. diplomats and consuls, which might cause
the United States to end its neutrality and join the
Allied nations against Germany. German newspapers
published “long and prominent appeals” to the public
not to confuse the Americans with the British, who
had declared war against Germany.®

The war prompted U.S. posts in Europe to
implement new measures to ensure the security of
U.S. personnel and diplomatic pouches. As a result
of German attacks against British citizens, U.S.
diplomats and citizens in Germany wore American
flags on their lapels to avoid any confusion that they
might be British. The U.S. Embassy in London
employed two couriers, Thomas Smith and Henry
Eustis, clerks at the U.S. Embassies in London and
Berlin respectively, to serve as couriers for U.S.
diplomatic pouches between U.S. Embassy London
and the U.S. Embassies in Berlin and Vienna. As
clerk-couriers, Smith and Eustis made regular trips
for the first year or so of the war, although their usage
tapered to an irregular, “as necessary” basis by 1916.”
The U.S. Embassy in St. Petersburg employed bearers
of dispatch when it could, to transport confidential
correspondence to Washington. In Belgium, the U.S.,

Spanish, and Dutch Embassies joined together and
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Figure 1: Political Cartoon “For Ways That Are Dark,”
W. A. Rogers, appeared in the New York Herald,
January 16, 1916. The cartoon shows German Ambassador
Johann von Bernstorff paying Military Attaché Franz von
Papen to undertake sabotage in the United States, while he goes
to the White House to pass a message of respect for neutrality.
After linking von Papen to several sabotage efforts, the United
States demanded von Papen’s recall in 1915. Source: Library
of Congress, Cabinet of American Illustration.

paid a Dutch courier to take their pouches to Amsterdam in order to get them to their respective governments.® In

London, U.S. Despatch Agent office clerks escorted all incoming and outgoing pouches to and from the ports of

Liverpool, Southampton, Plymouth, and Falmouth. Between 1914 and 1920, U.S. Despatch Agent Office clerk

Frank Gurney escorted 8,860 pouches and traveled more than 176,577 miles.”

In several ways, the Department of State was unprepared for the exigencies of a world war. For example, the

barrage of telegraphic communications created confusion in the Department’s telegraph office. The Department

quickly insisted that U.S. posts had to number and date all telegrams to the Department. U.S. posts overseas

compounded the confusion by using whatever encryption code they had available. As a result, the Department
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P - received telegrams in a variety of encryption codes,
including Red, Special Red, Blue, Green, and Special
Green, as well as an array of commercial codes."
President Woodrow Wilson declared that the
United States would remain neutral in the war, but

the German Embassy in Washington did not observe

U.S. neutrality and carried out several propaganda
and sabotage efforts against Allied targets. The U.S.

Embassy in Berlin discovered vouchers showing that

@asenan the German Embassy in Washington was funding

several propaganda efforts in the United States.
Figure 2: Dr. Constantin Theodore Dumba, Austria- propag

Hungary’s Ambassador to the United States. Dumba hired Military Attaché Captain Franz von Papen helped
a U.S. citizen to serve as a bearer of dispatch for Austria-
Hungary and funded propaganda activities to incite labor
unrest in U.S. factories. The United States demanded and Austrian-Americans wishing to go to Europe to
Dumbaks recall in 1915. Source: Library of Congress,
George Grantham Bain Collection.

organize a ring to provide false passports for German-

fight for the Central Powers, as well as for German

spies conducting espionage in Great Britain, France,
and Russia. With the involvement of von Papen
and Naval Attaché Caprain Karl Boy-Ed, German sabotage efforts between March and September 1915 led to
explosions in ten U.S. factories that produced munitions for the Allied powers. During nearly the same period,
thirteen ships (mostly British) that departed U.S. ports with supplies exploded en route. The German military
attachés were also involved in plots to blow up the international railway bridge at Vanceboro, Maine, and the
Welland Canal linking Lake Erie and Lake Ontario. The United States demanded von Papen’s recall in 1915, but
Boy-Ed continued organizing such activities until his recall in 1917."

The espionage and propaganda activities of Austrian Ambassador Dr. Constantin Theodore Dumba prompted
the United States to demand his recall in 1915 as well. In August 1915, British agents arrested U.S. war correspondent
James E J. Archibald and found papers in his possession that revealed that he was a bearer of dispatch for the
German and Austrian Governments. Archibald also possessed documents showing that Ambassador Dumba had
actively funded propaganda efforts for the Central Powers in the United States, and had incited labor unrest in U.S.
factories. U.S. officials were angry about not only Dumba’s espionage, but also the fact that he had employed a
U.S. citizen. Employing an American as a bearer of dispatch implicitly made that U.S. citizen an agent of a foreign
government and a target for the enemies of that government. It threatened to make other U.S. citizens combatants
in the war, and cast doubt upon U.S. neutrality. Secretary of State Robert Lansing confronted Dumba, charging
that “you have cast suspicion on every American going to Germany.” Lansing immediately demanded Dumba’s

recall in an effort to deter other foreign diplomats in Washington from employing Americans as secret couriers.'
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The magnitude of the sabotage, espionage, and diplomatic security activities overwhelmed U.S. Government
agencies, and many German and Austrian activities were discovered with British assistance or by sheer luck. U.S.
Ambassador to Germany James W. Gerard mistakenly opened a package that arrived by diplomatic pouch and
discovered the vouchers documenting German funding of propaganda efforts in the United States. One German
agent turned himself in to the British secret service, and his confession exposed the Welland Canal plot and the
passport fraud ring. British agents arrested James Archibald, leading to Dumba’s demise; and British and French
agents assisted with uncovering the plot to sabotage the Vanceboro Bridge. The New York City bomb squad
decided to check out a person who was acting suspiciously and uncovered several sabotage plots. The U.S. Secret
Service uncovered other German sabotage plans when the German Commercial Attaché absent-mindedly left his
briefcase on a New York elevated train (the attaché managed the German Embassy’s finances).'?

The German Embassy’s success in exploiting passport fraud resulted in part because mandatory use of
passports was a new phenomenon. Prior to 1914, U.S. citizens did not need to carry passports for travel to
most European countries. With the outbreak of war in 1914, U.S. chiefs of mission in Europe issued emergency
passports upon request, and passports were soon limited to U.S. citizens and to those declaring their intent to
become U.S. citizens.”* On December 21, 1914, the Department tightened passport application requirements,
compelling applicants to provide three photographs, as well as a birth certificate, certificate of naturalization, or
an old passport. Passport applicants also needed to declare which countries they intended to visit and the general
purpose of their travels; moreover, the passport was valid only for the countries declared.’

The 1915 discovery of the passport fraud ring and the German Embassy’s ties to it prompted U.S. officials
to impose further passport restrictions. Passports could no longer be issued to those who declared their intent to
become a U.S. citizen if their country of origin was at war or if the person was planning to visit a belligerent country.
President Wilson, through Executive Order No. 2285, required all U.S. citizens to apply for a U.S. passport at
a court of record near their residence, and applicants had to swear an oath of allegiance to the United States.
Wilson also required that all foreigners leaving the United States must have passports issued by the governments
of their respective countries. The Department of State then requested the chiefs of foreign diplomatic missions
in Washington to supply blank or expired passports to the Department so that U.S. officials could recognize valid

passports from their countries.'®

O\ Creating a Diplomatic “Secret Service” /)

Secretary of State Robert Lansing recognized the security crisis confronting the Department and instituted
several measures to address it. He implemented a strict building pass system that applied to all Department
visitors, including Congressmen, reporters, and delivery and service personnel. Lansing and other senior officials
believed that some regular visitors to the Department (notably reporters) were paid by the Germans, were “too

indiscreet,” or were “too indifferent” to national security considerations to merit access to the building. While the
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carlier pass system consisted of a written authorization by the Chief Clerk or a division chief, Lansing’s new system

required a photograph to be afhixed to the pass. Visitors were not allowed beyond the guard or watchman’s station

unless they received verbal permission from the person whom the visitor requested to see. Moreover, persons

unfamiliar to the Department officials were escorted to and from the specified office, and refused access to other

parts of the building."”

Figure 3: Secretary of State Robert Lansing. Lansing created
a ‘Secret service” for the Department of State, and the men
were called Special Agents. Lansing’s secret service was the
Jorerunner of the Bureau of Diplomatic Security. Source:
Library of Congress, National Photo Company Collection.

Figure 4: Leland Harrison. Harrison headed Lansings
“Secret Intelligence Bureau,” which collected intelligence
relating to espionage against U.S. interests in Washington
and oversaw the surveillance of the German Embassy in
Washington. Source: Library of Congress, National Photo
Company Collection.

Lansing also moved to create an inter-agency
“secret service” located in the Department of
State. Many German and Austrian acts of fraud,
propaganda, sabotage, and espionage cut across or
fell between the jurisdictions of various U.S. law
enforcement agencies.  Secretary of the Treasury
William McAdoo admitted that the Secret Service,
the Federal Bureau of Investigation, and the Post
Ofhice Inspection Service were often “crossing wires
with [one] another in running down crimes and
conducting investigations” of espionage, fraud, and
sabotage. To rectify this, Lansing proposed creating
an office under the Department of State’s Office of
the Counselor to review investigation reports from
several law enforcement agencies. In proposing this
to President Wilson, Lansing contended that given
the serious diplomatic consequences involved with
both the act and the investigation, the Department of
State should oversee the response and actions of other
agencies. Lansing envisioned the proposed office to be
a clearinghouse of information, and he hoped that the
Departments of Justice and Treasury, and the Postal
Service would detail agents to this Bureau of Secret
Intelligence to gather information on belligerent
activity in the United States.'

Lansing’s proposal drew a mixed response, and
he later admitted that inter-agency rivalries and
“‘mutual jealousies” undermined it. Secretary of

the Treasury McAdoo strongly supported Lansing’s
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intelligence bureau, and sent a letter endorsing it to the President, the Attorney General, and the Postmaster
General.” Postmaster General Albert Burleson was reluctant to release any of his investigators for the new project,
but later agreed to send some men to the Department of State on a temporary assignment. Attorney General
Thomas Gregory outright refused to contribute any resources to the effort. In mid-1917, McAdoo pleaded with
Wilson to endorse Lansing’s intelligence office, but Wilson stalled.?

Frustrated by the delay, Lansing created the “Secret Intelligence Bureau” on April 4, 1916. He pulled
Leland Harrison from the Latin American Division, where Harrison was serving as Deputy Chief of Division, and

tasked him with the “collection and examination of all information of a secret nature.” Admitting that the new

bureau was “extra-legal,” Lansing placed Harrison
under the direction of Frank L. Polk, Counselor of
the Department of State. Harrison submitted regular
reports to Lansing on intelligence he had received
during the previous 24 hours.*® He obtained that
information from the War and Navy intelligence
offices, the Secret Service, and other U.S. Government
agencies, as well as Allied intelligence agents, most
notably the British. Harrison and Edward Bell,
who was Secretary of the U.S. Embassy in London,
regularly corresponded and shared information, and
Bell appears to have maintained regular contacts with
British intelligence and secret services.?

Harrison worked most closely with the Secret
Service and oversaw the clandestine surveillance of
the German Embassy, located near Thomas Circle
in Washington DC. On May 14, 1915, through an

executive order, President Wilson authorized the Secret

Service to conduct surveillance on German diplomatic

personnel at the German Embassy and at the German

consulate office in New York City.?® This surveillance, Figure 5: The German Embassy in Washington, D.C.,
1915. Located at 1425-1427 Massachusetts Avenue, NW,

as well as passport investigations, prompted the Secret ; .
passp 8 > promp the Embassy was under surveillance by the Secret Service

Service to detail a squad of agents to the Department and the Department of State. The leader of the Secret
. Service squad conducting the surveillance was J. M. Nye,

2%
of State, and the squad reported to Harrison* In the first Chief Special Agent for the Department of State.
1916, Lansing ordered the Secret Service to tap the Source:  Library of Congress, Prints and Photographs

Division.

German Embassy’s telephone and telegraph lines,
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Figure 6:  Count Johann Heinrich von Bernstorff, the
German Ambassador to the United States. As a Secret
Service Agent, Joseph M. Nye headed the squad that tapped
into Bernstorff’s telegraph and telephone line. Nyes first task
as Chief Special Agent was to escort Bernstorff everywhere
until he departed for Germany after the United States
entered World War I in 1917. Source: Library of Congress,
George Grantham Bain Collection.

and the squad set up its listening post a couple of
blocks from the German Embassy. At 8 o’clock each
morning, the Secret Service squad leader, Joseph
M. Nye, submitted--probably through Harrison--a
daily memorandum to the Secretary of State, which
detailed the squad’s findings for the previous 24 hours.
Harrison’s group also had obtained several German
codebooks, which made deciphering the German
codes a “simple matter.” Early on January 31, 1917,
as a result of the Secret Service squad’s wire-tapping
of German Embassy line, Nye informed Lansing that
during his (Lansing’s) 4 p.m. meeting with German
Ambassador Count Johann Heinrich von Bernstorff,
the Ambassador would tell him that Germany had
renewed unrestricted submarine warfare. Bernstorff
did, and unrestricted submarine warfare was one
of the actions that would lead the United States to
declare war on Germany a couple of months later.?
Just after Nye’s intelligence report, Lansing
appointed Nye as “Special Assistant to the Secretary”
in February 1917, making Nye the Department
of State’s first formal security officer.?® Having
collaborated with Nye for several months, Harrison
recruited him to be the Department’s first “special
agent.” Good-natured and extroverted, Nye had
previously served on the protective details for

Presidents Taft and Wilson, and had conducted

several counterfeiting and forgery investigations.?”

Gaining the title Chief Special Agent a few weeks after his appointment, Nye spent most of his first

year at the Department as Special Assistant to the Secretary protecting foreign dignitaries. His first duty

assignment was to escort the German Ambassador Count von Bernstorff everywhere until the diplomat’s

departure several weeks later. Nye and the Special Agents he hired spent much of the remainder of 1917

making travel arrangements for and protecting the Belgian, French, British, Italian, Japanese, Russian, and

Serbian War Missions that visited the United States. The Special Agents also protected the Governor-General
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of Canada and several members of British, Danish,
and Japanese royal families when they visited in
1918.%

When Nye recruited men for his Special Agent
force, he turned to Post Office Inspectors, who were
among the nation’s leading, most broadly trained
security professionals in the country. Nye’s first
three recruits—James O’Connell, Robert S. Sharp,
and Robert C. Bannerman—were all former Postal
Inspectors.  Postal Inspectors already possessed
the flexibility and investigative skills that Nye,
Lansing, and the Department of State sought.?
Postal Inspectors investigated cases of fraud, theft,
and transportation of illegal items (including
explosives, weapons, banned substances), as well as
internal investigations of malfeasance or corruption
against Postmasters and other senior postal officials.
Inspectors had to determine whether the culprit
was an insider or someone manipulating the system
from outside. They interviewed and determined the
credibility of witnesses, suspects, and perpetrators, as
well as conducted reference and background checks of
employees and applicants to the federal government.
They inspected facilities, enforced procedures and
regulations, and handled both “confidential” and
public information. The Postal Inspector background
undoubtedly helped set the foundational orientation
and jack-of-all-trades flexibility that characterized
the Department of State’s Special Agents for several

decades.?®

Figure 7: Joseph M. Nye, the Department of States first Chief
Special Agent, 1917-1920. Source: Library of Congress,
Prints and Photographs Division, Biographical File.
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Figure 8: Chief Special Agent Nye's business card. Source:
Department of State Records, National Archives and
Records Administration.

Nye and the Special Agents soon organized and opened two offices: one in the Department, and one in

New York City. Nye, his secretary Nettie Bagby, and an assistant staffed the main office in the Department.

Meanwhile, the New York Field Office comprised most of the staff (the other seven agents) and was under the

supervision of Special Agent Robert Sharp. Nye drew his operating funds from a confidential account of the
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Secretary of State’s office. A few agents were “dollar-a-year” men (lawyers, businessmen, and other professionals)

who volunteered for the job; however, most had Postal Inspector backgrounds. The Chief Special Agent operated

in a public manner, with Department personnel openly referring to Special Agents as “the force;” and the Chief

Special Agent and his secretary were listed under the Office of the Under Secretary of State Frank Polk in the

D

epartment’s published register.?!

N Security during World War I /)

Lansing created the Special Agent force just as the Wilson Administration was moving to declare war

against Germany and Austria-Hungary, and it was one of several wartime measures that Lansing implemented

to improve diplomatic security. Lansing also ended the practice of Department officials speaking independently

4
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SPIESARELISTENINC

ELP-TO D@_STROY” iT
STOP THINK /
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A World War I poster to encourage better security practices

Figure 9: American War Poster “Dont Talk” (ca. 1918).

against espionage. The head /| “Spider” is Kaiser Wilhelm
II of Germany. Source: Library of Congress, Prints and
Photographs Division.

10

to reporters, and made such potential breaches of
confidentiality punishable offenses. He limited press
interviews to himself and other senior Department
staff, and created the Bureau of Information to
handle press inquires. To distinguish confidential
telegrams from unclassified messages, all telegrams
that arrived in code were printed out on paper that
had a yellow bar running down the right edge of the
paper. The Department began to place invoices in
pouches to indicate when items were missing or lost.
The Department also instructed posts to use two seals
on envelopes, one center-left and one center-right,
instead of placing a single seal in the center.??

In March 1918, the Department issued the
new Grey Code to replace the Green Code; however,
communications security did not necessarily improve.
Less than a year later, the Department received word
that at least one British Legation had a copy of the
Grey Code.

codes, the Department’s distribution of the code

Also, as had occurred with previous

was uneven. Some posts had not received the Grey
Code, others still had only the Blue Code, and others
did not even have the Red Code, prompting this last

group to turn to commercial codes. With multiple
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codes as well as special holocryptic variations in use,

it was not uncommon for a post to receive a message RS S
| T e
that it could not decode. The Department resorted to et f
noting on the plain-text copy of the telegram which P —
code had been used to encipher it, in part so they SRNN LRATERN N
MEXICO CITY B -
knew which code to use when responding to pOSt.33 130 13042 13401 801 115 3528 418 17214 @ADL 11310
18147 1622 215680 024 11618 23677 13805 3494 14938 B
The United States’ entry into World War I 2 5icS 11311 102 10371 0302 21290 5101 OIS N
17804 i12e0 1g27e 18101 0317 o228 17804 4473 §
led the Department to add couriers to its mail and 200 19452 20 7893 So00  1301e 69  1m1

4458 5905 171068 13851 4458 17148 14471 6700
ag2s 7382 15867 7893 14218  3ed??
4 10102 15217 22801 17132
Ak ] 14331 16081 SLBAE
et Tike ZoBss 4377
39689 13732 0607
15333 11265 22208

14591

pouch system. Upon the suggestion of Harrison and
Commander Edward McCauley, Jr. of the Office of

Naval Intelligence, the Department of State asked the

Department of the Navy to assign nine Marines for 7ese 7357 eson  szas  saey

15874 18502 18500 15857
courier duty in October 1917. The Marines received 13480 9350 920 76038 14219
i1ze4  veer  7ve2 16099 9110
special passports and wore civilian clothes. They
were split between three routes in Europe, with the
Navy and State Departments later adding a fourth Serge Gorcas Bobasors f
route for East Asia (Manila, Tokyo, Tientsin, Peking, /
and Shanghai). For the three European routes, five
Marines operated the route from Bergen, Norway, Figure 10: The Zimmerman Telegram. In the 1917

telegram, the German Imperial government promised
Mexico that it would receive its lost territories of California,
(Helsinki), Petrograd (St. Petersburg), and Jassy (lasi, Texas, Arizona, and New Mexico if it declared war on the
United States. Contributing to the United States’ decision
to enter World War 1, the telegram used five-digit groups

to Oslo, Stockholm, Copenhagen, Helsingfors

Romania). Three Marines carried pouches between

London and The Hague, and one Marine carried like the United States’ Blue and Green Codes. The United
. States received the telegram and a decoded version from the
pouches between Paris and Rome. On February 26, British shortly after Nye was hired as Chief Special Agent.

Source:  Department of State Records, National Archives

1918, the D fS d N d
the Lepartments of tate an vy astee and Records Administration.

to add six more Marines to the courier routes.?* In

August 1918, the Department of State initiated
regular courier service between Mexico City and Laredo, Texas, primarily due to the theft of a Spanish diplomatic
pouch and other issues that resulted from the Mexican Revolution, which had begun in 1910.%

The Marine couriers supplemented the Despatch Agent network; they were never viewed as a replacement
for it. Secretary of State Elihu Root had suggested such an enhancement of the Despatch Agent network ten
years earlier (in 1907); however, the 25-plus bilateral agreements for reciprocal exchange of diplomatic pouches
(negotiated between 1900 and 1912) apparently postponed the need to pursue the suggestion further.?® With

the war creating a more urgent need in 1917, the Marine couriers were conceived strictly as a means of moving

11
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diplomatic pouches to a point where the pouches
could effectively and safely enter the Despatch Agent
network. For example, with the Scandinavia-Russia
route, the London Despatch Agent Office transported
pouches to the U.S. Consul in Aberdeen, Scotland,
where the British steamer Vulture carried the pouches
to Bergen, Norway. In Bergen, the U.S. Consul
received and assigned the pouches to the couriers on
the Scandinavian-Russian route, and arranged for

the return of pouches back to London. Similarly

on the other routes, Marine couriers brought U.S.

Figure 11: Ambassador Amos J. Peaslee. As a U.S. Army pouches to London or to Paris, where they entered
Captain, Peaslee, at the direction of General John J. “Black the Despatch Agent system.?”

Jack” Pershing, formed a courier service for the U.S. ) .
Expeditionary Forces in Europe during World War 1. The The supplementary nature of the Marine couriers

military couriers later served President Wilson and the U.S.
delegation at the Versailles peace negotiations during 1919
but was t/ggn di_gbandgd 777@ US Army courier service US diplomatic COurin SCrViCC. The COuriCr SCrViCC
was one of several entities that served as forerunners of
the Departments courier service. Peaslee later joined the
Department and served as U.S. Ambassador to Australia from two sources: technological innovation and
(1953-1956).  Source: ~ Department of State Records
National Archives and Records Administration.

indicates a “dotted line” in tracing the origins of the

had multiple predecessors. Moreover, it arose largely

altered perceptions regarding classified information.

The trans-oceanic shipment of the vast majority of
U.S. diplomatic correspondence had made bearers
of dispatch cost-prohibitive during the nineteenth century, leading the Department to create the Despatch
Agent network. The turn-of-the-century negotiation of bilateral agreements for the free, unimpeded exchange
of diplomatic pouches further obstructed the creation of a U.S. courier service, even though steamships had
substantially reduced the costs of trans-Atlantic transport. For economy-minded Department ofhicials who
operated in an era when many, including Congress, viewed diplomats as an extravagance, the cost of having a
person accompany diplomatic pouches seemed a luxury.?

While innovations in steam power and ship design reduced the costs of trans-Atlantic shipments, World War
I transformed how U.S. officials perceived the classified nature of U.S. Government information, setting the stage
for a courier system. With the war’s first shots in August 1914, the interruption of transportation (road, rail, and
shipping) networks prompted the Department of State to employ two embassy clerks to serve as couriers between
London and Berlin. The U.S. entry into the war in 1917—and the accompanying concern that interception of
confidential U.S. documents threatened to reveal U.S. or Allied vulnerabilities, or bestow advantages to U.S. enemies

or rivals—led the Department to add Marine couriers to facilitate the transport of U.S. pouches through war zones.
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The arrival of large numbers of U.S. troops on French soil in 1918 only intensified concerns about the
disclosure of U.S. Government and military information, which in turn, demanded quick, reliable, and secure
communications. U.S. Army officials created their own courier service. In March 1918, General John J. “Black
Jack” Pershing, frustrated by the slow transit of correspondence between Paris and Washington, authorized U.S.
Army Captain Amos Jenkins Peaslee to organize a military courier service. Separate from the Marine couriers
used by the Department of State, Peaslee’s courier service was staffed with seven U.S. Army officers and four
enlisted men, and used the Hotel Crillon in Paris as its headquarters. Within three weeks, transit times for U.S.
correspondence between Paris and Washington dropped from roughly five weeks to less than two weeks. How
much the U.S. Embassy in Paris or other Department posts used the military courier service is unclear; however,
Peaslee’s service was very successful.?

The duties of Nye and the Special Agents expanded during the war. Besides protection of visiting foreign
dignitaries, Nye made the travel arrangements (rail, hotel, and car reservations) for the Secretary of State. Special
Agent Robert C. Bannerman accompanied Colonel Edward M. House, who served as President Wilson’s special
envoy, on many trips.*’ Special Agents in New York and Washington conducted surveillance on domestic groups
deemed “disloyal,” such as the Non Partisan League,*! and investigated the activities of two groups in particular:
Hindu nationalists and Irish revolutionaries. Inan effort to weaken the British, the Germans funded and encouraged
nationalist groups in India and Ireland to overthrow British colonial rule.*? In the case of Hindu groups, Nye and his
Special Agents helped to build a case against thirty Hindus who were charged with “fomenting a revolution against
a friendly power” (Great Britain). The Hindus were accused of distributing provocative literature, trafficking arms

to India, and inciting colonial subjects from Asia and

Africa to rise against British rule.* In regard to Irish
revolutionaries, Department of State Special Agents
learned that German agents stationed in Mexico had
recruited and paid Irishmen to conduct sabotage in
the United States. The Chief Special Agent’s office
determined that the Irish saboteurs had devised plots
to burn parts of Seattle, as well as ammunitions
stores, elevators, wood-yards, shipyards, and airplane

factories in other U.S. cities.*

(N Securitv after the Great War 20 Figure 12: U.S. Army Couriers. Among the early forerunners
S zy ‘ﬁ G W of todays Diplomatic Couriers, U.S. Army Officers served

as couriers for U.S. Expeditionary Forces in France during
the First World War and for President Wilson and the U.S.
eleventh hour of the eleventh day of the eleventh delegation during the Versailles peace negotiations in 1919.

month (November 11, 1918), World War I ended; Source: Bureau of Diplomatic Security Files.

When the armistice went into effect on the
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however, the Department of State’s war-time anxieties about security did not. The Department’s persistent
concerns resulted from three changes: an intensified recognition among Department officials of the
need for security, the United States’ shift from an emerging power to a world power, and the expansion
of U.S. diplomatic representation abroad. Although the Department had implemented many security

measures before the war, those measures were

applied to the diplomacy of a nation that viewed M -
“A888g0 as recsived, March 9 1921
itself as an emerging power. After the war, U.S. for  U.5.5. muoow,
from:  Vonsul Gemeral, Vera Crus,
officials perceived their nation as a world power, g I - N
L]
whose diplomats needed to maintain security N3 S mIBE 9EARY GLBNE
and discretion concerning the serious issues, ST L Tol AT EIrRE, (aEs r EIERE
discussions, and negotiations in which the United 42000 2vork 52000 23337
States was now engaged. Moreover, this new
status, plus the expansion of U.S. diplomatic posts ' o —
abroad, required U.S. diplomats to handle and bidon MIANSEITIL  wEii it i
Byofweek 'y g DN E S DA Mumtha&bDate 'y , p o m 5 L 8 T,
transmit much more classified information than [js2R10UVBR 28 ETLrRlTEL
. Aoz 1 5 83N CRESE AR RER 2R S0
they had done previously. RISEIUE R o204 a0i0lo,
Slatersto gpmorBRTT Slstemto yoygipyyiryiao
. . . - a ocolumm, - 4 o
This dramatic shift led some Department used R34 BRIETL g 23K UGRBS R
vter ¢ 7 R AR ERDE Sneve g 1lniely W
officers to deprecate pre-war security measures; bl g e lmsers) 38
oft of form ° columms to
however, they overlooked the fact that the post- L:l:,'?_"""‘" lett of fora,
. |
war espionage threat was much greater because the | [
United States had now become a more appealing
target. For example, humorist James Thurber, who |
served as a code clerk for the U.S. peace mission | {Buparating the lattars iado mords n soacrdsnce vith 16 we gut)
in France, dismissed the Departments pre-war : i —— T T
. « . . SR RIOUS Azl giygl intwiniiinlsl
telegraphic codes as “quaint transparencies 0
. 1506 PROPERTY AS RESULT
intended to save words and cut costs, not to fool g
oF ELEOC?TI OR
» b . .
anybody.”® Thurber’s dismissal of pre-war codes
mistakenly presumed that pre-war U.S. diplomatic cadnid,
messages contained confidential information
. . Figure 13: [llustration for Deciphering a Joint Department
roughly equivalent in scope, degree, and amount & ‘ , &
sy €4 pe, degree, of State-Navy Code, likely Code A-1 or B-1. After World
to postwar telegraphic messages. This was not War I, the Department of State worked jointly with the
. U.S. Navy to develop better telegraph codes. Perbaps
the case because the United States was not then My P &rap erhap
more important, the Department began to change its codes
involved in the range of issues and discussions that quarterly to deter espionage. Source: Department of State
. . . L Records, National Archives and Records Administration.
it was afterwards, nor was it considered within the

14



CHAPTER 1 SPECIAL AGENTS, SPECIAL THREATS: Creating the Offfice of the Chief Special Agent, 1914-1933

inner circle of great powers. The U.S. telegraphic code did not have to be unbreakable; it only had to serve
as a deterrent sufficient to exceed the value of return, and the value of return from U.S. diplomacy before
World War I was generally small.

The United States’ changed status and Department ofhicials’ continuing security anxieties led the Department
to maintain, even expand security during the 1920s. After the war, Department officials insisted upon maintaining
security at a war-time level. For example, they mandated the use of lock boxes to transport confidential documents
between offices in the Department. However, Department officials were also concerned about the cost and
effectiveness of security measures. In the early 1920s, Department officials made budget cuts to security-related
programs; yet they reinstated the programs within a year or two because it became clear that Departmental
security was being compromised.*¢

The Department of State gave extensive attention to security in 1919 when President Wilson and the U.S.
Commission to Negotiate Peace joined the Allies at Versailles, France, to negotiate postwar arrangements. With
the assistance of the U.S. Army Signal Corps, the Department erected a special telegraph cable devoted exclusively
to U.S. diplomatic messages from the U.S. Embassy in Paris to the port of Le Havre, where it connected to the
transatlantic cable system. U.S. Navy personnel staffed the telegraph office at the U.S. Embassy in Paris, and the
Navy was responsible for providing special codes for the President and U.S. officials at the peace conference. In
addition, Wilson and the Commission used Major Peaslee’s 14 Army couriers,”” and the Department of State
assigned them diplomatic passports.*®

The Department also strove to improve its telegraphic codes and enhance the security of its telegraphic
messages. Shortly after the introduction of the Grey Code, the Department worked with the Departments of
Navy and War to create a common telegraph code.

During the decade of the 1920s, the Department, with Navy assistance, issued four new codes: A-1, B-1,
C-1, and D-1, each replacing its predecessor after two to three years. Department officials regularly altered each
code, sending new code tables to its posts quarterly. The Department used separate codes for each of the various
peace conferences, such as the 1922 Lausanne conference. Posts also declared their code rooms “restricted,”
limiting access to U.S. diplomatic officers and barring access by foreign nationals.*” The Red and Blue Codes
were declared obsolete, and the Green Code was acknowledged to be known to several governments. In fact, as
an indication of changed expectations of code security, one Chief of Mission in 1925 considered the Grey Code
(issued in 1918) too old to be safe for confidential messages.>

The Departments of State and War further cooperated to create the United States’ own signal intelligence

3]

office, commonly referred to as the “Black Chamber.” In 1918, at the end of the War, Secretary Lansing and
Special Assistant Harrison decided to retain a cryptology office that focused upon solving other governments’
telegraphic codes. They turned to Herbert O. Yardley, who as a Department of State code clerk had broken

President Wilson’s code in less than 2 hours. During the war, Yardley had worked at the U.S. Army’s MI-8
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(Military Intelligence) office, which had solved approximately 50 codes of 8 different governments. In 1919,
Yardley set up the office in New York City. The office immediately proved its value by deciphering the Japanese
diplomatic code and reading that Government’s messages to its delegation at the Washington Naval Conference
of 1921-1922. Yardley’s code breakers informed U.S. negotiators that the Japanese Government would accept a
10 to 6 ratio of U.S. and Japanese battleships, enabling U.S. diplomats to continue pressing for that ratio when
Japanese representatives rejected it and tried to stall.>!

After the war, the Department cut its courier service only to revive it again, an action which exemplified
the Department’s conflicted mindset over seeking greater security and ensuring fiscal economy. During 1919,
the Department utilized two courier services: the Army couriers for the U.S. delegation at the Versailles peace
conference, and the Department’s Marine Corps couriers for the other posts in Europe. When negotiations in
Versailles concluded in August 1919, the Department of War disbanded the Army courier service; meanwhile, the
Department moved its three Marine couriers and their headquarters from London to Paris. Given that the Marine
couriers supplemented the Despatch Agent system, the Department reexamined the necessity of the couriers because
the Marine courier service was “very much confused.” At an approximate cost of $146,000 per year, the service was
deemed rather expensive.> On June 30, 1921, under the new Republican administration of President Warren G.
Harding, the Department discontinued courier service in Europe because its cost exceeded reduced appropriations.
The courier service for East Asia survived eight months longer, but it too was cut for budgetary reasons.*?

The Department revived the courier service one year later (1922), and its revival resulted from security concerns
about the diplomatic correspondence from the new U.S. Legations in Eastern Europe. By 1922, U.S. diplomats
were complaining about the lack of security when using the postal systems of Central and Eastern Europe, and
the problem resulted because Department officials had not made a key postwar adjustment.>* Prior to the war, the
United States had trusted the German and Austrian imperial postal services (the British postal service was the only
other system the Americans trusted). After the war, with the creation of Poland, Czechoslovakia, Hungary, Latvia,
Estonia, and Lithuania from the collapsed Austria-Hungarian and Russian Empires, U.S. diplomats reverted
to pre-war practice and tried to use the nascent postal systems of the new nation-states. Compounding the
problem was the fact that the United States had upgraded its Consulates in the new capital cities to Legations.
The upgrade, combined with the United States’ changed status as a world power, generated a very different set
of correspondence from the posts, usually involving more classified information. The subsequent complaints of
tampered mail and pouches created a new, postwar security dilemma that the Department resolved by reviving
the courier service.

The Department of State retained the Chief Special Agent and his staff. Nye continued to make domestic
travel arrangements for the Secretary of State. Moreover, the number of foreign dignitaries visiting the United
States increased after the war, with visits by Edward, the Prince of Wales (later King Edward VIII) and then
King Albert I and Queen Elisabeth of Belgium in 1919. Chief Special Agent Nye logged 8,837 railroad miles
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escorting the King Albert I and Queen Elizabeth
on their tour of the United States. King Albert not
only referred to Nye as “Beel,” but also awarded
him the Order of Leopold. Nye also organized and
headed the protective details for such dignitaries as
Prime Minister Robert Borden of Canada, President
Epitdcio Pessoa of Brazil, President Baltasar Brum
of Uruguay, Prince Axel of Denmark, and Prince
Ferdinand of Savoy. In 1921, the Chief Special
Agents office provided protective security for the
delegations to the Washington Naval Conference.*
During this assignment, Special Agents ushered the
distinguished foreign diplomats through customs,
arranged their transportation and schedule, and
at times, provided appropriate entertainment. If
threats to the visiting foreign dignitaries required
it, the Chief Special Agent would create aliases for
them. For example, Prince and Princess Asaka of
Japan traveled as Count and Countess Asa during
their 1925 visit to America.*

Special Agents also navigated between the
barriers imposed by Jim Crow segregation and the
diplomatic privileges and courtesies required for
diplomats and foreign dignitaries when diplomats

from Liberia and other African nations visited the

Figure 14: Robert C. Bannerman. Bannerman replaced
Nye as Chief Special Agent in 1920, and served in that
position for 20 years until 1940. It was Bannerman who
expanded the Office of the Chief Special Agents duties to
include many tasks still held by the Bureau of Diplomatic
Security today: background investigations, passport fraud,
oversight of couriers, protection of foreign dignitaries, and
internal investigations.  Source: Bureau of Diplomatic
Security Files.

United States. Special Agents recognized that black diplomats would visit, attend, and patronize black venues,

and that they might have to explain the status of and required courtesies for black diplomats to white officials and

businessmen. Evidence suggests that despite having to accommodate for Jim Crow laws, Special Agents provided

protection and services for visiting Liberian diplomats equivalent to that for European and Asian diplomats.””

To protect foreign dignitaries, the Chief Special Agent often enlisted the assistance of local law enforcement,

Post Office Inspectors, and/or the Secret Service. For the 1919 visit of the Prince of Wales, Nye called upon Post

Office Inspectors to help. When Prince Chichibu, second son of the Japanese Emperor, visited Chicago, the

Chief Special Agent requested a police escort, citing a potential threat from the large local Korean population.

Similarly, when the Cuban President visited in 1927, he received local police protection while in Miami.>®
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During the immediate two years after the war, the Chief Special Agent’s office followed a trajectory similar
to the courier service: it endured budget and personnel cuts, but gained responsibilities. In 1920, Nye resigned
as Chief Special Agent and accepted a position as executive assistant to the president of Guaranty Trust Company,
one of the major banks in New York, where he worked to improve measures to deter fraud. Robert C. Bannerman
replaced Nye as Chief Special Agent in 1920. In the same year, the Department cut its personnel, and eight of
the ten Special Agents lost their commissions, including Robert Sharp, head of the New York Field Office. On
August 30, 1921, the Secretary of State issued Department Order No. 223 which moved the Chief Special Agent
from the Secretary of State’s office to the Under Secretary of State’s office, receiving the designation “U-3.” As
Assistant to the Under Secretary, Bannerman maintained liaisons with the FBI, the Military Intelligence Division
(MID), the Secret Service, the Shipping Board, and the Departments of Navy, War, Justice, and Labor.>

The Chief Special Agent office’s rapidly growing responsibilities forced the Department to rehire many of its
Special Agents in 1921, just one year after cutting their positions. Sharp returned as Special Agent-in-Charge in
New York; and with a staff numbering 25 people, several Special Agents were again tracking radicals and suspected
foreign agents. Special Agents also conducted internal affairs investigations of Department employees who may
have leaked information to the press or engaged in criminal activity. Chief Special Agent Bannerman investigated
the disappearance of several thousand dollars from diplomatic pouches, and determined that the Chief Clerk
of the Mail Room was committing the thefts.®® Special Agents conducted background investigations for new
Department of State employees. While some travel was involved in the investigations, the Special Agents worked
closely with Post Office Inspectors, who completed the background investigations in the various hometowns and
former cities of residence of the prospective Department employees.®!

One of the Chief Special Agent’s more unusual investigations involved the illicit importation of liquor by
the British Embassy, just after Congress and the states had passed Prohibition. The Eighteenth Amendment to
the Constitution, or Volstead Act (effective in January 1920), forbade the manufacture, sale, transportation, and
importation of “intoxicating liquors” in and into the United States. In 1921, British diplomats in Washington
arranged for the British shipping company Joseph Travers & Sons to send 83 cases of liquor, on the pretext that
the spirits would be used for official embassy functions. Although alcohol technically could still be consumed
within foreign embassies or legations in the United States, private consumption outside of embassy premises was
subject to the Volstead Act. Based upon his office’s investigation, Bannerman concluded that the 83 cases were
imported by British Embassy for personal use by Embassy staff. Intercepted correspondence revealed that 18
British Embassy employees had pooled their money for payment, and that the staff hoped to place bigger orders
in the future. Some employees even wanted to place standing monthly orders, and the Embassy staff patted
themselves on the back for their ingenuity. The Chief Special Agent’s office concluded that this was a clear attempt
to circumvent the laws of the United States, but despite the incriminating evidence, the Department decided not

to prosecute the British in the interest of maintaining good bilateral relations.®
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The Office of the Chief Special Agent also investigated passport and visa fraud. Bannerman and his Special
Agents devoted particular attention to anarchists, Bolsheviks, and other radical Left groups that used fraudulent
passports to enter the United States. During World War I, Congress made it a felony to knowingly assist
anarchists entering the United States, and later banned and required the deportation of anarchists and persons
who promoted anarchism. After the 1917 Bolshevik Revolution in Russia, U.S. officials denied passports to U.S.
Communists who wished to travel to Russia for instruction or training (Secretary of State Henry L. Stimson
relaxed this proscription in 1931). With the new visa and passport laws, the Chief Special Agent’s office gained
a tool to deport foreign agents engaged in espionage, sabotage, or other illegal activities, and as a result, passport
and visa fraud investigations became a cornerstone responsibility for the Chief Special Agent’s office throughout
the 1920s and 1930s.

During their investigations of Bolsheviks, Special Agents paid particular attention to the activities of the
Amtorg Trading Corporation, which they strongly suspected was a cover for Soviet espionage. Created in 1924
by the Soviet Union, Amtorg Trading ostensibly promoted trade between that country and the United States.
The Department issued a visa to Amtorg employee Boris I. Kraevaky, but the Chief Special Agent later sought to
revoke it because Kraevaky appeared to be involved in activities other than international trade. Special Agents
tracked Amtorg’s exports to the Soviet Union, particularly metals such as copper, zinc, aluminum, and manganese,
as well as the company’s purchases of Ford tractors, John Deere agricultural implements, and wheat (more than
$13 million between May and December 1924 alone). Special Agents also investigated Amtorg’s contacts within
U.S. companies such as Chase National Bank, and took interest in Amtorg’s unusually large budget for “employee
education,” which was likely for indoctrination of Communist ideology and Soviet activities.**

By 1924, Chief Special Agent Bannerman’s scope of security-related duties extended to restructuring the
Department’s struggling courier service, which was now manned by civilians rather than Marines. European
posts complained of not receiving pouches or receiving pouches less often than they had before the war with the
Despatch Agent system. For European posts served by the couriers, it took a minimum of 42 days for a post to
send a despatch and receive a reply. Some posts such as the U.S. Embassy at The Hague asked if they could opt
out of the courier service and return to the Despatch Agent system. They argued that they could receive mail
and Department instructions far more quickly and frequently from the Despatch Agents than they could from
the couriers. Occasionally a pouch went into a foreign postal service, which prompted one exasperated Chief of
Mission to scold the Department: “After all of the proofs and experiences and knowledge we have gained” during
the war, “for our pouches to pass through [foreign] hands — one is struck almost speechless. What is the matter
with us?”%

The Department’s small three-person courier service was overwhelmed and overworked. The couriers
carried an average of 50 pouches, with the number and size of the pouches continually increasing. Couriers

many times faced angry rail conductors and station officials who feared the many pouches would damage
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compartments, or the couriers had to bribe
customs officials to let them cross a border. At
times, the couriers had their compartments so
stuffed with pouches that they had no place to sleep
during the train trip to the next stop. By January
1925, European railroad officials refused to allow
couriers to carry more than one pouch into their
compartment, which meant that the other pouches
were stored unattended and unsecured with

baggage.®

The fact that Department couriers carried

pouches for Army and Naval Attachés, as well

Figure 15: Department of State Diplomatic Courier Bill
Croasdale hands pouch to Vice Consul I. Raymond Baine, as the Department of Commerce, compounded
who is on the Orient Express railcar, in Milan, Italy in
1957. With the creation of several new nations in Central

the problem. Department of Commerce mails

and Eastern Europe after World War 1, the Department comprised 35 percent of all pouches; whereas, the
needed couriers to supplement the Despatch Agent network. .

The Orient Express was one of the rail lines that the three- War and Navy Departments constituted 11 percent
man courier service used. Source: Department of State and 9 percent respectively. When Department of

Records, National Archives and Records Administration.

State officials asked the Department of Commerce

to pay $17,500 for their share of courier expenses,
Commerce ofhcials replied (as did their Navy and War Department counterparts) that they had no funds for
such an expense.

The three couriers spent extended time on the road. Each courier traveled the entire circuit: Paris-Zurich-
Vienna-Budapest-Belgrade-Sofia-Constantinople-Sofia-Bucharest-Sofia-Belgrade-Budapest-Vienna-Prague-
Berlin-Warsaw-Riga-Berlin-Prague-Vienna-Zurich-Paris. The circuit was two routes: the Southern route took
20 days (Paris to Constantinople and back) and the Northern route took 11 days (Vienna to Riga and back).
The courier then had two days of rest in Paris before making the Paris-London-The Hague-Brussels-Paris route.
He rested four days, only to begin the circuit again. All three couriers met in Vienna to exchange pouches — one
returning from Riga on the Northern Route, one returning from Constantinople on the Southern route, and
the third arriving from Paris. Carrying pouches destined for posts on both routes, the Paris courier gave the
Constantinople courier the pouches for Northern route posts and then headed south with the remaining pouches.
The Constantinople courier took his newly received pouches and headed north, giving the Washington-bound
pouches that he had collected on the Southern route to the Riga courier. The Riga courier, now having all pouches
destined for Washington from the North and South portions of the route, headed for Paris to place the pouches

in the Despatch Agent system.®
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Perhaps due to Bannerman’s Postal Inspector background, Department officials asked him to study the
courier service and then make recommendations, most of which the Department later adopted. Under Secretary
of State Joseph Grew sent Bannerman to Europe to inspect the courier service in 1925, and Bannerman traveled
the entire circuit, observing travel and rail station conditions, size and weight of pouches, rail connections, and
possibilities for delays.® He decided to separate the two routes, which ended the Vienna exchange and ultimately
reduced the despatch/reply time by nearly two weeks. The Northern route became Paris-Brussels-The Hague-
Berlin-Riga-Warsaw-Prague-Berlin-Copenhagen-Hamberg-Amsterdam-The Hague-Brussels-Paris. The Southern
Route remained much the same, but Bannerman suggested different rail lines and sequence, reducing travel time
and possibilities for delays. Bannerman also made clear that the Commerce Department had “confused” the
courier service for a “fast freight service;” Department officials successfully pressed Commerce officials to limit their
pouches to strictly confidential materials, a change that reduced the volume and weight of pouches substantially.”
Bannerman additionally recommended creating an “Aegean” route, which would operate between Paris, Rome,
Tirana and Athens, as well as courier service for Mexico City, although neither apparently was implemented.
Bannerman continued to review and fine-tune the courier service in the years after his recommendations were
adopted in October 1925.7

Bannerman’s reforms of the courier service symbolized two important developments in U.S. diplomatic
security. First, the Department of State’s approach to security was increasingly characterized by specialization,
which contrasted with the British Foreign Office’s tendency toward flexibility. The British employed a “hub and
spokes” courier system, with a few courier routes to major cities (e.g. Paris and Berlin) and several, short “feeder”
routes transited by local couriers (likely post officers or clerks) to broaden the coverage of the service. When
British couriers were not on their routes, they did code work for the Foreign Office. The Department of State,
meanwhile, compartmentalized the courier function, incorporating more posts into large courier routes, and
avoiding the use of local couriers. Furthermore, U.S. couriers were a separate entity from the code clerks and
Special Agents.”>

The second development was the expansion of U.S. diplomatic representation overseas, which tilted the
Department’s struggle to balance security with cost efficiency strongly toward security. The Department focused
upon improving its communications with its posts, which included increasing security and reducing transit time
for correspondence. Bannerman expanded the Despatch Agent network by negotiating a contract with the Dollar
Steamship Company to provide pouch services for U.S. Embassies and Consulates in Asia. Managed by the
Despatch Agent in San Francisco, the new pouch service connected posts in Tokyo, Yokohama, Peking, Shanghai,
Hong Kong, Singapore, Penang, and Colombo.” The Department also worked to improve mail service to U.S.
Consulates in Suva, Nairobi, and Cairo.”* The U.S. Post Office also gave the Department free airmail service
for small confidential pouches to and from some Latin American posts. The Department further expanded the

Despatch Agent network by adding weekly pouch service for the new U.S. Legations in Ottawa and Dublin.”
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Bannerman, however, did express concern
about the security of the Despatch Agent network;
specifically, he questioned the employment of British
citizens at the London Despatch Agent office. In fact,
many of the London office’s employees, including
Despatch Agent Charles J. Petherick, were British
citizens. Bannerman admitted in 1928 that as “a
matter of principle, our most confidential mail to
London should be handled by none but Americans.”
He acknowledged Petherick’s faithful service
(Petherick had 60 years of service to the Department),
and confessed that Petherick was “the best informed
and most efficient transportation officer of any I
met abroad.” However, Bannerman recommended
that an American should be appointed as Despatch
Agent in London upon Petherick’s resignation or
death. Petherick died in 1929, just eight weeks after

Bannerman made his recommendation, and the

Department appointed U.S. Consular ofhcer John

Figure 16: Herbert O. Yardley. A former code clerk for the ]
Department of State, Yardley founded a counter-intelligence H. E. McAndrews as the U.S. Despatch Agent in

code breaking office. Yardley later wrote about his experience London.”¢
in The American Black Chamber. His controversial book ’
prompted Congress to pass Public Law 37, which makes it The 1929 Stock Market Crash and the subsequent

a felony to publish classified information related to U.S.

it et S R Sty Great Depression forced the Department of State

to slash budgets, which significantly affected its
correspondence, communications, and security. The
Depression prompted the Department to cut some couriers; and in 1933, it abolished most of the few remaining
overseas courier services, despite protests from its overseas posts. With a note of nostalgia, Leslie Weisenberg of
the U.S. Embassy in Paris lamented that “the swan song has been sung and the curtain rung down on the courier
service.” 'The Department’s financial crunch was so severe that even when the French Government offered to
transport diplomatic pouches free of charge from Le Havre to Paris, the U.S. Embassy could not afford the taxi
fare needed to retrieve the pouches at the railroad station where the French promised to hold them. U.S. posts in
Germany experienced similar cutbacks.”

Yardley’s “Black Chamber” also came to a grinding halt because of Depression-era budget cuts, despite

deciphering more than 45,000 telegrams between 1917 and 1929. In 1929, the Department of State withdrew
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its funding of Yardley’s office. Unable to survive on Department of War funding alone, Yardley and his colleagues
closed their office. Finding the whole enterprise of the Black Chamber distasteful, Secretary of State Henry L.
Stimson either saw little need for counterintelligence, or perhaps believed that the Department of State should not
become involved in counterintelligence lest it might compromise its fundamental mission of diplomacy. Stimson
viewed himself “dealing as a gentleman with the gentlemen,” and it was on this occasion that Stimson issued his
oft-repeated pronouncement: “Gentlemen do not read each other’s mail.””®

Yardley, struggling to support his family during the Depression, wrote his book 7he American Black
Chamber and had it published in 1931. He described the clandestine work of the Department’s now defunct
cryptographic office, and revealed that gentlemen did read each other’s mail. His book was an instant success
around the world. In Japan, 7he American Black Chamber created a controversy as well as an embarrassing
situation for the United States because Yardley exposed the extent to which the United States had intercepted
and deciphered confidential Japanese Government messages. Yardley proposed writing a second book, focusing
exclusively upon his work with Japanese codes. The Departments of State, Justice, and War worked to block
this second work, and attorneys from the Department of Justice pressured Yardley’s publisher to stop the project.
Secretary of State Cordell Hull and other State Department officials urged Congress in 1933 to pass a law to
prevent future disclosures. Congress moved quickly and passed Public Law (PL.) 37. Signed by President
Franklin D. Roosevelt in June 1933, PL. 37 made it a felony for a former U.S. Government employee to publish
or to share confidential information pertaining to past or present diplomatic codes and confidential diplomatic
correspondence.”  Effectively blacklisted from future U.S. Government work involving confidential material,
Yardley worked for foreign governments during the remainder of the Depression. He trained and organized
cryptological bureaus for the Chinese from 1938 to 1940, and the Canadians from 1940 to 1941; the latter job
ended when the Canadians and the British discovered his true identity. Returning to the United States, Yardley

joined the Office of Price Administration in 1942, but never did code work again.®

(N Conclusion 70

Yardley’s book, in some ways, was the most significant security breach of the era, and the Department of State’s
reaction demonstrates how sensitive Department officials had become to security since the start of World War I.
Combined with the United States’ rise as a world power, the expansion of the number of U.S. diplomats abroad,
as well as an increase in the quantity, quality, and frequency of information considered confidential, World War
I had transformed the Department’s perception and approach to security. The question for Department officials
throughout the period was not whether to employ security, but rather how much security they should employ. The
immediate postwar desire to return to pre-war practices was fleeting, and senior Department officers implemented
additional security measures and procedures throughout the 1920s. Although the Great Depression forced the

Department to make cuts in security-oriented programs, those cuts reflected the depth of the Depression, not the
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Department’s indifference to security. By 1933, the balance between security and cost efficiency tilted clearly in

favor of security. World War II would further press Department of State officials to expand the number of security

measures, and extend security to other aspects of U.S. diplomacy as well.
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